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Question 1
Question Type: MultipleChoice

An information security professional is reviewing user access controls on a customer-facing application. The application must have multi-

factor authentication (MFA) in place. The application currently requires a username and password to login. Which of the following

options would BEST implement MFA?

Options: 
A- Geolocate the user and compare to previous logins

B- Require a pre-selected number as part of the login

C- Have the user answer a secret question that is known to them

D- Enter an automatically generated number from a hardware token

Answer: 
C

Question 2



Question Type: MultipleChoice

Which of the fallowing statements is MOST accurate regarding information assets?

Options: 
A- International Organization for Standardization (ISO) 27001 compliance specifies which information assets must be included in asset

inventory.

B- S3 Information assets include any information that is valuable to the organization,

C- Building an information assets register is a resource-intensive job.

D- Information assets inventory is not required for risk assessment.

Answer: 
B

Question 3
Question Type: MultipleChoice

What is the overall goal of software security testing?



Options: 
A- Identifying the key security features of the software

B- Ensuring all software functions perform as specified

C- Reducing vulnerabilities within a software system

D- Making software development more agile

Answer: 
B

Question 4
Question Type: MultipleChoice

A security professional should ensure that clients support which secondary algorithm for digital signatures when a Secure Multipurpose

Internet Mail Extension (S/MIME) is used?

Options: 



A- Triple Data Encryption Standard (3DES)

B- Advanced Encryption Standard (AES)

C- Digital Signature Algorithm (DSA)

D- Rivest-Shamir-Adieman (RSA)

Answer: 
C

Question 5
Question Type: MultipleChoice

How is Remote Authentication Dial-In User Service (RADIUS) authentication accomplished?

Options: 
A- It uses clear text and firewall rules.

B- It relies on Virtual Private Networks (VPN).

C- It uses clear text and shared secret keys.



D- It relies on asymmetric encryption keys.

Answer: 
C

Question 6
Question Type: MultipleChoice

Which of the following explains why classifying data is an important step in performing a Risk assessment?

Options: 
A- To provide a framework for developing good security metrics

B- To justify the selection of costly security controls

C- To classify the security controls sensitivity that helps scope the risk assessment

D- To help determine the appropriate level of data security controls

Answer: 



D
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