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Question 1

Question Type: MultipleChoice

Which request searches for a process window in Cisco ThreatGRID that contains the word "secret"?

Options:

A- [apilv2/search/submissions?term=processwindow&title=secret
B- /api/v2/search/submissions?term=processwindow&g=secret
C- /apilv2/search/submissions?term=window&title=secret

D- /api/v2/search/submissions?term=process&q=secret

Answer:

D

Question 2

Question Type: MultipleChoice




Which snippet describes the way to create an URL object in Cisco FDM using FDM REST APIs with curl?
A)

curl =X POST --header ‘Content-Type: application/json’ \
--header ‘Authorization: Bearer $Token’ \
--header ‘Accept: application/json’ —d ‘{\
“id”: “bfc6j984-9dcf-11e9-abb5-617eead159d3”, \
“description”: “Google URL", \
“url”: “https://www.google.com”, \

“type”: “urlobject” \
} ‘https://198.18.133.8/api/fdm/v1/object/url’

B)



curl =X POST --header ‘Content-Type: application/json’ \
--header ‘Authorization: Bearer $Token’ \
--header ‘Accept: application/json’ —d ‘{\

“name”: “google_url”, \

“description™ “Google URL", \

“url”: “https://'www.google.com”, \

“type”: “urlobject” \
} ‘hitps://198.18.133.8/api/fdm/v1/object/urls’

C)

curl =X POST --header ‘Content-Type: application/json’ \
--header ‘Authorization: Bearer $Token’ \
--header ‘Accept: application/json’ —d {\

“name”: “google_url", \

“description”: “Google URL", \

“url”: “https://www.google.com”, \

“type”: “networkobject” \
} ‘https://198.18.133.8/api/fdm/v1/object/urls’

D)



curl =X POST --header ‘Content-Type: application/json’\
--header ‘Authorization: Bearer $Token’ \
--header ‘Accept: application/json’ —d ‘{\
“id™; “bfc6)984-9dcf-11e9-abb5-617eea9159d3", \
“description”. “Google URL", \
“url”; “https.//www.google.com”, \

“type”: “urlobject” \
} ‘hitps://198.18.133.8/api/fdm/v1/object/urlcategories

Options:

A- Option A
B- Option B
C- Option C
D- Option D

Answer:

B



Question 3

Question Type: MultipleChoice

Which API is used to query if the domain "example.com” has been flagged as malicious by the Cisco Security Labs team?

Options:

A- https://s-platform.api.opendns.com/1.0/events?example.com
B- https://investigate.api.umbrella.com/domains/categorization/example.com
C- https://investigate.api.umbrella.com/domains/volume/example.com

D- https://s-platform.api.opendns.com/1.0/domains?example.com

Answer:

B

Question 4

Question Type: MultipleChoice




Which header set should be sent with all API calls to the Cisco Stealthwatch Cloud API1?

A- Content-Type: application/json
Accept: application/json
Authorization: Bearer <api_key>

Content-Type: application/json
Accept: application/json
Authorization: ApiKey <username=:<api_key=
C. Content-Type: application/json
Accept: application/json
Authorization: Basic <api_key=
D. Content-Type: application/json
Accept: application/json
Authonzation: <username=:<api_key=

Options:

A- Option A
B- Option B
C- Option C



D- Option D

Answer:

Question 5

Question Type: MultipleChoice

Refer to the exhibit.

import requests

URL =
'https://sma.cisco.com:6080/sma/api/v2.0/reporting/web malware category malware name user detail/
blocked malware?startDate=2019-03-14T02:00+00:00&endDate=2019-04-14T01:00+00:00&
filterValue=23&filterBy=na&filterOperator=is&device type=wsa'

HEADERS = {'RAuthorization': "Basic YZhlcGFLYWJSQSZe'}

response = requests.get (URL, headers=HEADERS)

What must be present in a Cisco Web Security Appliance before the script is run?



Options:

A- reporting group with the name web_malware_category _malware_name_user_detall
B- data for specified dates
C- reporting group with the name blocked_malware

D- data in the queried category

Answer:

A

Question 6

Question Type: MultipleChoice

What are two benefits of Ansible when managing security platforms? (Choose two.)

Options:




A- End users can be identified and tracked across a network.

B- Network performance issues can be identified and automatically remediated.

C- Policies can be updated on multiple devices concurrently, which reduces outage windows.
D- Anomalous network traffic can be detected and correlated.

E- The time that is needed to deploy a change is reduced, compared to manually applying the change.

Answer:

C E

Question 7

Question Type: MultipleChoice

Which two statements describe the characteristics of API styles for REST and RPC? (Choose two.)

Options:

A- REST-based APIs function in a similar way to procedures.

B- REST-based APIs are used primarily for CRUD operations.



C- REST and RPC API styles are the same.
D- RPC-based APIs function in a similar way to procedures.

E- RPC-based APIs are used primarily for CRUD operations.

Answer:

B, D

Question 8

Question Type: MultipleChoice

Refer to the exhibit.



import Jjson
import requests

BASE_URL = "https://investigate.api.umbrella.com"
HEADERS = {"Authorization": "Bearer %YourToken%"}

-——-MISSING CODE---

request= requests.get (URL, parmas= PARAMS,
verify=False)

A network operator must create a Python script that makes an API request to Cisco Umbrella to do a pattern search and return all
matched URLSs with category information.

Which code completes the script?

Options:

A- URL = BASE_URL + '/ffind/exa\[a-z\]ple.com’' PARAMS = { 'categoryinclude' : 'true'}
B- URL = BASE_URL + '/find/exa\[a-z\]ple.com’' PARAMS = { 'returncategory' : 'true'}
C- URL = BASE_URL + 'ffind/exa\[a-z\]ple.com' PARAMS = {'includeCategory' : 'true'}

D- URL = BASE_URL + '/find/exa\[a-z\]ple.com' PARAMS = { 'returnCategory' : 'true'}



Answer:
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