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Question 1
Question Type: MultipleChoice

You have been asked to identify the up or down status of Vault services.

Which CyberArk utility can you use to accomplish this task?

Options: 
A- Vault Replicator

B- PAS Reporter

C- Remote Control Agent

D- Syslog

Answer: 
C

Question 2
Question Type: MultipleChoice



You are onboarding an account that is not supported out of the box.

What should you do first to obtain a platform to import?

Options: 
A- Create a service ticket in the customer portal explaining the requirements of the custom platform.

B- Search common community portals like stackoverflow, reddit, github for an existing platform.

C- From the platforms page, uncheck the ''Hide non-supported platforms'' checkbox and see if a platform meeting your needs appears.

D- Visit the CyberArk marketplace and search for a platform that meets your needs.

Answer: 
A

Question 3
Question Type: DragDrop

Match the built-in Vault User with the correct definition.







Answer: 

Explanation: 

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-

Groups.htm?TocPath=Administration%7CUser%20Management%7C_____7

Question 4
Question Type: MultipleChoice

Which certificate type do you need to configure the vault for LDAP over SSL?

Options: 
A- the CA Certificate that signed the certificate used by the External Directory

B- a CA signed Certificate for the Vault server

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-Groups.htm?TocPath=Administration|User Management|_____7
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Predefined-Users-and-Groups.htm?TocPath=Administration|User Management|_____7


C- a CA signed Certificate for the PVWA server

D- a self-signed Certificate for the Vault

Answer: 
A

Question 5
Question Type: MultipleChoice

To ensure all sessions are being recorded, a CyberArk administrator goes to the master policy and makes configuration changes.

Which configuration is correct?

Options: 
A- Require privileged session monitoring and isolation = inactive; Record and save session activity = active.

B- Require privileged session monitoring and isolation = inactive; Record and save session activity = inactive.

C- Require privileged session monitoring and isolation = active; Record and save session activity = active.



D- Require privileged session monitoring and isolation = active; Record and save session activity = inactive.

Answer: 
C

Question 6
Question Type: DragDrop

Arrange the steps to restore a Vault using PARestore for a Backup in the correct sequence.

Answer: 

Question 7
Question Type: MultipleChoice

Which CyberArk group does a user need to be part of to view recordings or live monitor sessions?



Options: 
A- Auditors

B- Vault Admin

C- DR Users

D- Operators

Answer: 
A

Question 8
Question Type: MultipleChoice

An auditor needs to login to the PSM in order to live monitor an active session. Which user ID is used to establish the RDP connection to

the PSM server?

Options: 



A- PSMConnect

B- PSMMaster

C- PSMGwUser

D- PSMAdminConnect

Answer: 
D

Question 9
Question Type: MultipleChoice

Select the best practice for storing the Master CD.

Options: 
A- Copy the files to the Vault server and discard the CD

B- Copy the contents of the CD to a Hardware Security Module (HSM) and discard the CD

C- Store the CD in a secure location, such as a physical safe



D- Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to a folder secured with NTFS

permissions on the Vault

Answer: 
D

Question 10
Question Type: MultipleChoice

What is the purpose of the PrivateArk Server service?

Options: 
A- Executes password changes

B- Maintains Vault metadata

C- Makes Vault data accessible to components

D- Sends email alerts from the Vault



Answer: 
C
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