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Question 1
Question Type: MultipleChoice

Which one of the threats listed below can occur as a result of the absence of a physical measure?

Options: 
A- A user can view the files belonging to another user.

B- A server shuts off because of overheating.

C- A confidential document is left in the printer.

D- Hackers can freely enter the computer network.

Answer: 
B

Question 2
Question Type: MultipleChoice



At Midwest Insurance, all information is classified. What is the goal of this classification of information?

Options: 
A- To create a manual about how to handle mobile devices

B- Applying labels making the information easier to recognize

C- Structuring information according to its sensitivity

Answer: 
C

Question 3
Question Type: MultipleChoice

You own a small company in a remote industrial are

Options: 



A- Lately, the alarm regularly goes off in the middle of the night. It takes quite a bit of time to respond to it and it seems to be a false

alarm every time. You decide to set up a hidden camerA. What is such a measure called?

A- Detective measure

B- Preventive measure

C- Repressive measure

Answer: 
A, A

Question 4
Question Type: MultipleChoice

A Dutch company requests to be listed on the American Stock Exchange. Which legislation within

the scope of information security is relevant in this case?

Options: 
A- Public Records Act



B- Dutch Tax Law

C- Sarbanes-Oxley Act

D- Security regulations for the Dutch government

Answer: 
C

Question 5
Question Type: MultipleChoice

Which is a legislative or regulatory act related to information security that can be imposed upon

all organizations?

Options: 
A- ISO/IEC 27001:2005

B- Intellectual Property Rights



C- ISO/IEC 27002:2005

D- Personal data protection legislation

Answer: 
D

Question 6
Question Type: MultipleChoice

You read in the newspapers that the ex-employee of a large company systematically deleted files

out of revenge on his manager. Recovering these files caused great losses in time and money.

What is this kind of threat called?

Options: 
A- Human threat

B- Natural threat



C- Social Engineering

Answer: 
A

Question 7
Question Type: MultipleChoice

What is an example of a good physical security measure?

Options: 
A- All employees and visitors carry an access pass.

B- Printers that are defective or have been replaced are immediately removed and given away as

garbage for recycling.

C- Maintenance staff can be given quick and unimpeded access to the server area in the event of

disaster.

Answer: 



A

Question 8
Question Type: MultipleChoice

Which measure assures that valuable information is not left out available for the taking?

Options: 
A- Clear desk policy

B- Infra-red detection

C- Access passes

Answer: 
A

Question 9
Question Type: MultipleChoice



Susan sends an email to Paul. Who determines the meaning and the value of information in this

email?

Options: 
A- Paul, the recipient of the information.

B- Paul and Susan, the sender and the recipient of the information.

C- Susan, the sender of the information.

Answer: 
A
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