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Question 1

Question Type: MultipleChoice

An attacker successfully downloaded sensitive data from a misconfigured GCP bucket.
Appropriate logging was not enabled. Where can an analyst find the rough time and quantity of
the data downloaded?

Options:

A- Billing Section

B- C;loud Trace

C- Cloud Logging

D- Security Command Center

Answer:
A

Question 2

Question Type: MultipleChoice

At what organizational level are EC2 services managed by customers?

Options:

A- Data center
B- Regional

C- Global

D- Continental

Answer:

Question 3

Question Type: MultipleChoice
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In Azure, which of the following describes a "Contributor"?

Options:

A- A collection of permissions such as read, write, and delete
B- A designation on a PKI certificate

C- A specification of who can access a resource group

D- An object representing an entity

Answer:
A

Question 4

Question Type: MultipleChoice

Communication between the VPN client and Azure VNetl via VPN Tunnel #1 is using which of the
following connections?

]

Options:
A- Point-to-site VPN
B- IPSec

Answer:
A

Question 5

Question Type: MultipleChoice

An analyst investigating a malicious application determines that it runs using AVVS Lambd

a. What challenge will the analyst likely encounter during the Investigation?
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Options:

A- Application Is no longer active

B- Hardware raps are misconfigured
C- Large amounts of log data

D- Server is poorly managed

Answer:

Question 6

Question Type: MultipleChoice

Access Kibana via http://10.0.1.7:5601 and use the *ws-* index pattern. Use the time range
2021-03-01 00:00 UTC to 2021 04 U 00:00 UTC. How many ec2 DescribMnstantp*; events were
performed by the root user?

Options:
A- 374
B- 16

C- 6,695
D- 94
E-0

F- 10

G- 2, 399
H- 248

- 47

J- 229

Answer:
B

Question 7

Question Type: MultipleChoice

Which EBS volume type would be appropriate to support a business critical SQL server hosted In
AWS?
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Options:
A- ST1
B- GP3
C- GP2
D- 101

Answer:
D

Question 8

Question Type: MultipleChoice

An investigator confirms that phishing emails sent to users in an organization ate not being sent
to their Gmall Spam folder. What is a possible cause for this?

Options:

A- The default setting for enhanced pre-delivery message scanning was changed
B- The security sandbox default configuration setting was changed

C- A third party application needs to be installed to detect phishing emails

D- Compliance based rules need to be configured to detect phishing emails

Answer:
A

Question 9

Question Type: MultipleChoice

At which level of an Azure cloud deployment are resource management logs generated?

Options:
A- Management Group
B- Resource Group
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C- Tenant
D- Subscription

Answer:
B
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