
Free Questions for GISP by actualtestdumps

Shared by Farrell on 12-12-2023

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1
Question Type: MultipleChoice

Which of the following is a technique used to attack an Ethernet wired or wireless network?

Options: 
A- DNS poisoning

B- Keystroke logging

C- Mail bombing

D- ARP poisoning

Answer: 
D

Question 2
Question Type: MultipleChoice



Identify whether the given statement is true or false.

"Replay attack is a type of attack in which attackers capture packets containing passwords or digital signatures whenever packets pass

between two hosts on a network."

Options: 
A- False

B- True

Answer: 
B

Question 3
Question Type: MultipleChoice

A ________ attack occurs when an attacker successfully inserts an intermediary software or program between two communicating hosts.



Options: 
A- Man-in-the-middle

B- Brute force

C- Denial of Service (DoS)

D- Dictionary

Answer: 
A

Question 4
Question Type: MultipleChoice

Which of the following acts as an intermediary between a user on the internal network and a service on the external network such as the

Internet?

Options: 
A- DNS server



B- Firewall

C- Proxy server

D- WINS server

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following should propose applicable and effective security controls for managing the risks?

Options: 
A- Risk assessment

B- Risk treatment plan

C- Risk communication

D- Risk management plan



Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following groups represents the most likely source of an asset loss through the inappropriate use of computers?

Options: 
A- Visitors

B- Customers

C- Employees

D- Hackers

Answer: 
C



Question 7
Question Type: MultipleChoice

Which of the following protocols implements VPN using IPSec?

Options: 
A- L2TP

B- SLIP

C- PPP

D- PPTP

Answer: 
A

Question 8
Question Type: MultipleChoice



Which of the following is the method of hiding data within another media type such as graphic or document?

Options: 
A- Spoofing

B- Cryptanalysis

C- Steganography

D- Packet sniffing

Answer: 
C

Question 9
Question Type: MultipleChoice

Which of the following are the phases of the Certification and Accreditation (C&A) process?

Each correct answer represents a complete solution. Choose two.



Options: 
A- Auditing

B- Initiation

C- Detection

D- Continuous Monitoring

Answer: 
B, D
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