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Question 1
Question Type: MultipleChoice

Use sudo to launch Snort with the, /etc /snort /snort.conf file In full mode to generate alerts based on incoming traffic to echo. What is the

source IP address of the traffic triggering an alert with a destination port of 156?

Note: Snort Is configured to exit after It evaluates 50 packets.





Options: 
A- 192.168.^.30

B- 10.72.101.210

C- 10.10.28.19

D- 10.11.10.11

E- 10.10.10.66

F- 192.168.87.68

G- 10.12.10.112

H- 10.11.12.13

I- 10.10.201.150

J- 10.10.199.146

Answer: 
I

Question 2
Question Type: MultipleChoice



Using PowerShell ISE running as an Administrator, navigate to the

C:\hlindows\security\tevplatesdirectory. Use secedit.exe in analyze mode to compare the temp.sdb and uorkstdtionSecureTmplate.inf

files, and output the findings to a file called log.txt. Which configuration setting under Analyze User Rights reports a mismatch?

Hints:

Use files located in the C \windows\security\templates\ directory

The log. txt file will be created in the directory the secedit.exe command is run from

/C:\hlindows\security\tevplatesdirectory
/C:\hlindows\security\tevplatesdirectory




Options: 
A- RemoteAccess

B- *S-l-5-32-544__ Members

C- Enable Admin Account

D- UseManger

E- AuditSystemEvents

F- AuditDSAccess.

G- SeSecurityPrivilege

H- SeinteractivelogonRight

I- SeServiceLogonRight:

J- lockoutBadCount

Answer: 
J

Question 3
Question Type: MultipleChoice



Launch Calculator (calc.exe). Using PowerShell, retrieve the Calculator Process Information. What is the value of the File Version

property?

Hint: The process name of Calculator is calculator





Options: 
A- 10.1705.12507.0

B- 10.1902.1603.06155

C- 10.0.19041.1

D- 8.1.2017.26587

E- 8.2017.1009.04153

F- 10.1705.1809.07007

G- 8.2017.0908.29102

H- 8.1902.6547.63452

I- 10.0.14395.693

J- 8.1.875.154873

Answer: 
F

Question 4
Question Type: MultipleChoice



In the directory C:\lmages\steer there Is an Image file lmage_4240.png with a data string encoded inside the file. What word is hidden in

the file?



Options: 
A- pontine

B- prolific

C- abysmal

D- petroleum

E- mushroom

F- Chicago

G- marshmallow

H- flying

I- shocking

Answer: 
B

Question 5
Question Type: MultipleChoice



Use PowerShell ISE to

examineC:\Windows\security\templates\WorkstationSecureTemplate.inf. Which setting is configured in the template?

Options: 
A- ResetLockoutCount

B- NewAdministratorName



C- MinirnumPasswordAge

D- Require logonToChangoPassword

E- SeRemotPlnteractiveLogonRlght

F- MaxRenewAge

G- AuditSystemEvents

H- EnableGuestAccount

I- AuditPolicyChange

Answer: 
A

Question 6
Question Type: MultipleChoice

What is the SHA1 hash of the Ale /bin/Is?



Options: 
A- a895bac9c3<M75d5fa7fb5820b35568cedb5dc23

B- 54771b4r<d7tKb4382e670b4465O265206cf09e9

C- a39bed3C496fC764fc518d3e2d56f7d0f4C625fb

D- 93c1 ffbd22ebcad798886fb4aa46fa 357b23d80a

E- aa40739f465ded2245872b1e4972e33d5bObb1cb

F- 494a 192859f 244c69d5bdc46255d b44l9e 7d051 f

G- d3a21675a8f 19518d8b8f3cefOf6a21 del da6cc7

H- 84611 eOb6d59045bOcf 189fca9bc760afdf b7372

I- 8873 5f5cb7CCf7b2d 137944ab1 2d 116808310500

J- 2cadod58fbd0345c2ced336f9a3ae6f43cf355fi



Answer: 
G

Question 7
Question Type: MultipleChoice

Open the MATE terminal and use the tcpdump program to read - /pcaps /cass tech.pcap.

What is the source port number?

Options: 
A- 878733706



B- 123

C- 443

D- 878732274

E- 36480

F- 2398730476

G- 1432

H- 80

I- 25

Answer: 
E
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