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Question 1
Question Type: MultipleChoice

A hospital is setting up a wireless network using ''Wi-Ei'' technology to enable nurses to feed information through it onto the corporate

server instead of using traditional paper forms. As a HIPAA security specialist, what would you do as the first step towards, protecting

the wireless communication?

Options: 
A- Set up a message digest infrastructure to enable secure communication.

B- Configure intrusion detection software on the firewall system.

C- Protect the wireless network through installation of a firewall.

D- Enable use of WEP keys that are generated dynamically upon user authentication.

E- Configure TCP/IP, with a static IP address for all the clients having gateway address of the server..

Answer: 
A

Question 2



Question Type: MultipleChoice

An example of a major VPN tunneling protocol is:

Options: 
A- Vapor.741

B- L2TP

C- MD5

D- TCP/IP

E- PKI

Answer: 
E

Question 3
Question Type: MultipleChoice

Which the most widely accepted format for digital certificates is:



Options: 
A- BOOTP

B- X.599

C- Phage.963

D- Vapor.741

E- ASCX12

Answer: 
B

Question 4
Question Type: MultipleChoice

This field in an X.509 digital certificate identifies that each certificate issued by a particular Certificate Authority is unique:

Options: 



A- Kerberos ticket ID

B- PA ID number

C- CA ID number

D- Sender ID

E- Serial number

Answer: 
E

Question 5
Question Type: MultipleChoice

Audit controls is a security standard defined in which HIPAA category (domain)?

Options: 
A- Administrative Safeguards

B- Physical Safeguards



C- Technical Safeguards

D- Technical Services

E- Electronic Signatures

Answer: 
C

Question 6
Question Type: MultipleChoice

This cannot be used to restore the original message:

Options: 
A- Symmetric key algorithms

B- Asymmetric key algorithms

C- Message digest

D- DES



E- PSA

Answer: 
C

Question 7
Question Type: MultipleChoice

Technical Safeguards include this standard:

Options: 
A- Integrity

B- Incident Reporting

C- Digital Signatures

D- Message Authentication

E- Security configuration



Answer: 
A
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