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Question 1
Question Type: MultipleChoice

We can acquire and supply information in various ways. The value of the information depends on whether it is reliable. What are the

reliability aspects of information?

Options: 
A- Availability, Information Value and Confidentiality

B- Availability, Integrity and Confidentiality

C- Availability, Integrity and Completeness

D- Timeliness, Accuracy and Completeness

Answer: 
B

Question 2
Question Type: MultipleChoice



What is an example of a security incident?

Options: 
A- The lighting in the department no longer works.

B- A member of staff loses a laptop.

C- You cannot set the correct fonts in your word processing software.

D- A file is saved under an incorrect name.

Answer: 
B

Question 3
Question Type: MultipleChoice

Which of the following measures is a preventive measure?



Options: 
A- Installing a logging system that enables changes in a system to be recognized

B- Shutting down all internet traffic after a hacker has gained access to the company systems

C- Putting sensitive information in a safe

D- Classifying a risk as acceptable because the cost of addressing the threat is higher than the value of the information at risk

Answer: 
C

Question 4
Question Type: MultipleChoice

What do employees need to know to report a security incident?

Options: 
A- How to report an incident and to whom.



B- Whether the incident has occurred before and what was the resulting damage.

C- The measures that should have been taken to prevent the incident in the first place.

D- Who is responsible for the incident and whether it was intentional.

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following measures is a corrective measure?

Options: 
A- Incorporating an Intrusion Detection System (IDS) in the design of a computer center

B- Installing a virus scanner in an information system

C- Making a backup of the data that has been created or altered that day

D- Restoring a backup of the correct database after a corrupt copy of the database was written over the original



Answer: 
D

Question 6
Question Type: MultipleChoice

What is an example of a non-human threat to the physical environment?

Options: 
A- Fraudulent transaction

B- Corrupted file

C- Storm

D- Virus

Answer: 
C



Question 7
Question Type: MultipleChoice

What is the best description of a risk analysis?

Options: 
A- A risk analysis is a method of mapping risks without looking at company processes.

B- A risk analysis helps to estimate the risks and develop the appropriate security measures.

C- A risk analysis calculates the exact financial consequences of damages.

Answer: 
B
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