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Question 1
Question Type: MultipleChoice

Which of the following 4 functions can be achieved through ECS security group

configuration?

Options: 
A- allow specific IP to remote access ECS server

B- make ECS server be able to defend 15Gb/s DDOS attack

C- fix XSS vulnerability

D- assign customized IP address to ECS

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following items can't be set in ECS security group configuration?

Score 2

Options: 
A- OS type

B- network interface

C- authorization policy

D- authorization object

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following damages can't be caused by a DDOS attack



Score 2

Options: 
A- DNS service down

B- physical server broken

C- military commander system down

D- web service down

Answer: 
B

Question 4
Question Type: MultipleChoice

Apart from technical approaches, the proper data security management rules can be applied

in daily operations to lower the risk of information leakage. Which of the following risks can

be mitigated setting a strong data security management policy for company's employees?



Score 2

Options: 
A- information is sniffed during network transition

B- under http flood attack

C- sensitive information is taken away by former employee

D- email phishing

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following statements are true for how to login to different ECS operating

system? (the number of correct answers: 2)

Score 1



Options: 
A- use 'remote desktop connection' for windows

B- use 'ssh' tool for windows

C- use 'remote desktop connection' for Linux

D- use 'ssh' tool for Linux

Answer: 
A, D

Question 6
Question Type: MultipleChoice

Which of following statements about the possible reasons that cause web server

vulnerabilities are true? (the number of correct answers: 2)

Score 1



Options: 
A- Bugs generated during common component development

B- Hardware configuration is not up to date

C- Software used or OS itself contain some logic flaw

D- End user didn't follow the user manual

Answer: 
A, C

Question 7
Question Type: MultipleChoice

Which of the following statements about the supported way of MySQL DB for backup are

true?(the number of correct answers: 2)

Options: 



A- you can use 'mysqldump' do logical backup

B- you can copy files directly to do physical backup

C- you can use 'binlog' to do real time backup

D- you must stop accessing to DB before you do logical backup

Answer: 
A, B

Question 8
Question Type: MultipleChoice

For MySQL DB, if the records number exceeds one million in one single table, which of the

following methods can help you improve querying speed?(the number of correct answers: 2)

Score 1

Options: 



A- setup index for this table

B- use 'group by' to filter information

C- use 'count(*)' to get total record number before query

D- use 'limit N' to limit the number of possible returned records

Answer: 
A, B
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