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Question 1

Question Type: MultipleChoice

Which of the following methods can be used to connect with the database in RDS for MySQL?
(Choose three.)

Options:

A- MySQL-Front

B- Navicat MySQL

C- Log on using MySQL commands
D- SQL Server Management Studio

Answer:
A B, C

Explanation:

RDS for MySQL supports connections through tools that are compatible with MySQL, such as
MySQL-Front, Navicat MySQL, and command-line MySQL commands. SQL Server Management
Studio (SSMS) is designed for Microsoft SQL Server and is not compatible with MySQL, so
option D is incorrect.

Question 2

Question Type: MultipleChoice

After activating an Alibaba Cloud Elastic Compute Service (ECS) instance, you want to monitor
the status of the ECS instance via Alibaba Cloud console. Therefore: you must activate and
purchase Alibaba Cloud CloudMonitor service to meet this demand.

Options:
A-True
B- False
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Answer:
B

Explanation:

You do not need to activate and purchase Alibaba Cloud CloudMonitor service to monitor the
status of the ECS instance via Alibaba Cloud console. CloudMonitor is a service that monitors
Alibaba Cloud resources and Internet applications. CloudMonitor provides a one-stop, out-of-
the-box, and enterprise-class monitoring solutionl. CloudMonitor collects monitor metrics of
Alibaba Cloud resources and custom metrics and enables you to view and understand the usage
of the cloud resources, and the health of your business2. CloudMonitor allows you to monitor
the metrics of Alibaba Cloud services, detect the availability of websites hosted on ECS
instances or carrier servers, and configure alert rules for specified metrics3. However,
CloudMonitor is not a prerequisite for monitoring the status of the ECS instance via Alibaba
Cloud console. You can monitor the status of the ECS instance via Alibaba Cloud console
without activating and purchasing CloudMonitor service. You can view the basic information,
configuration, security group, and tags of the ECS instance in the console. You can also view the
CPU, memory, disk, and network usage of the ECS instance in the console. You can also use the
Cloud Assistant feature to run commands on the ECS instance remotely4.

Question 3

Question Type: MultipleChoice

The backend server pool of an Alibaba Cloud SLB contains multiple ECS instances, which may
have different service capacities. To exploit the different service capacities of backend ECS
instances, which of the following statements is correct?

Options:

A- Choose Weighted Round Robin mode to set higher weights to ECS instances with higher
capacities The higher the weight of the backend ECS instance the higher chance that the
instance will receive requests.

B- SLB cannot assign more requests to certain ECS instances.

C- Choose Round-Robin model and ECS instances with higher capacities will surely be assigned
with more requests.

D- Choose Weighted Least-Connection mode, and ECS instances with higher capacities will
surely be assigned with more requests.

Answer:
A
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Explanation:

Weighted Round Robin (WRR) is a load balancing mode that assigns requests to backend ECS
instances based on their weights. The higher the weight of the backend ECS instance, the
higher the chance that the instance will receive requests. This mode can exploit the different
service capacities of backend ECS instances by setting higher weights to ECS instances with
higher capacities. For example, if there are two ECS instances in the backend server pool, one
with a weight of 10 and the other with a weight of 20, the ECS instance with a weight of 20 will
receive twice as many requests as the ECS instance with a weight of 10.

1: SLB overview - Server Load Balancer - Alibaba Cloud Documentation Center

4: Server Load Balancer - Alibaba Cloud

5: Alibaba Server Load Balancer (SLB) Course - Cloud Academy

Question 4

Question Type: MultipleChoice

When creating cloud product instances in Alibaba Cloud, you can choose the default VPC and
VSwitch. The difference between non-default VPC/VSwitch and default VPC/VSwitch is that
default VPC and VSwitch can only be created by Alibaba Cloud. Which of the following
statements is incorrect about default VPC?

Options:

A- There is only one default VPC for each region

B- Default and non-default VPCs have different constraints and operations

C- Default VPCs are created for you by Alibaba Cloud. Any VPCs you create are non-default
VPCs

D- Default VPCs are not counted in your given VPC quota in Alibaba Cloud

Answer:
D

Explanation:

Default VPCs do count toward your overall VPC quota in Alibaba Cloud, contrary to option D.
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Each region has a single default VPC that is automatically created by Alibaba Cloud, and users
can create additional VPCs, which are then labeled as non-default VPCs. Default VPCs also have
different constraints and operational characteristics compared to user-created VPCs, such as
specific configurations for ease of use in basic setups.

Question 5

Question Type: MultipleChoice

Alibaba Cloud provides comprehensive security protection covering networks, hosts,
applications, databases, and content for on-cloud clients. Users using Alibaba Cloud services
only need to focus on their own services, without the need to pay any attention to security
protection issues.

Options:
A-True
B- False

Answer:
B

Explanation:

Alibaba Cloud provides comprehensive security protection covering networks, hosts,
applications, databases, and content for on-cloud clients, but users still need to pay attention to
security protection issues. Alibaba Cloud and its customers are jointly responsible for the
security of customers' applications built on Alibaba Cloud. With security responsibilities shared
between Alibaba Cloud and its customers, Alibaba Cloud provides a secure infrastructure to
decrease the enterprise security burden of customers. As such, customers can configure and use
cloud products in a secure manner, thus relieving much of the underlying security burdens
while allowing customers to focus more on their core business needs. However, customers still
need to follow the best practices and guidelines for cloud security, such as using strong
passwords, enabling multi-factor authentication, encrypting sensitive data, applying security
patches, etc. Customers also need to monitor and manage the security risks and incidents of
their cloud environment using Alibaba Cloud's security products and services, such as Security
Center, ActionTrail, Cloud Firewall, etc. Reference: Cloud Security- Alibaba Cloud, Security &
Compliance Center, Shared Responsibility
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Question 6

Question Type: MultipleChoice

RDS instances are automatically created in master-slave mode without extra charge or
configuration.

Options:
A- TRUE
B- FALSE

Answer:
A

Explanation:

Alibaba Cloud RDS automatically deploys instances in master-slave mode (high availability)
without additional configuration or charges. This ensures data redundancy and disaster
recovery by maintaining synchronous data replication from the master to the slave instance.

Question 7

Question Type: MultipleChoice

For Alibaba Cloud ECS instances in a VPC, you can configure Resource Access Management
settings on ECS instances through Security Groups. Which of the following statements is
correct?

Options:

A- A Security Group can contain ECS instances of different VPCs in the same zone.

B- A Security Group can contain ECS instances of different VPCs in the same region.
C- A Security Group can only contain ECS instances of the same VPC in the same zone.
D- A Security Group can contain ECS instances of the same VPC in the same region.

Answer:
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Explanation:

Security Groups in Alibaba Cloud are VPC-specific. They can only include ECS instances within
the same VPC, but they are not restricted to a single zone within the region. This means a
Security Group can manage access rules across multiple ECS instances in the same VPC,
regardless of the specific zone they are in, as long as they are within the same region. This
ensures VPC security compliance across zones in the same region.

Question 8

Question Type: MultipleChoice

Which of the following ports does RDS for MySQL listen on by default?

Options:

A- Port 8080
B- Port 3306
C- Port 3060
D- Port 3600

Answer:

Explanation:

The port 3306 is the default port on which MySQL is usually configured. This port is used by
MySQL clients and applications to connect to the MySQL server. If you are using any other port,
you should allow traffic to that specific port instead. Alibaba Cloud RDS for MySQL also uses
this port by default, unless you specify a different port when creating the RDS instance. You can
view and modify the port number of your RDS instance in the RDS console. Reference: How to
configure an Amazon RDS environment for MySQL, Connecting to a DB instance running the
MySQL database engine, [Create an ApsaraDB RDS for MySQL instance]
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Question 9

Question Type: MultipleChoice

Alibaba Cloud CloudMonitor is a service that monitors Alibaba Cloud resources and Internet
functions currently provided by CloudMonitor? (Number of correct answers: 3)

Options:

A- Site monitoring

B- Customized monitoring
C- Custom firewall

D- Operation auditing

E- Cloud service monitoring

Answer:
A B, E

Explanation:

https://cloudacademy.com/course/alibaba-security-monitoring-1275/introduction-to-cloud-monito
r/#:~:text=Cloud%20Monitor%?20is%20a%?20service,safeqguard%20your%?20products%20and %2
Obusiness.

Option A is correct because site monitoring is one of the functions provided by CloudMonitor.
Site monitoring monitors the availability, connectivity, and domain name resolution of sites. It
monitors the connectivity and response time of domain names, IP addresses, and ports, and
sends alert notifications based on monitoring results1

Option B is correct because customized monitoring is one of the functions provided by
CloudMonitor. Customized monitoring allows you to monitor the metrics of your own
applications or services. You can use the CloudMonitor API or SDK to report custom metrics to
CloudMonitor and view them on the CloudMonitor console. You can also configure alert rules
for your custom metrics2

Option E is correct because cloud service monitoring is one of the functions provided by
CloudMonitor. Cloud service monitoring monitors the metrics of Alibaba Cloud services, such as
Elastic Compute Service (ECS), Object Storage Service (OSS), ApsaraDB for RDS, and Server
Load Balancer (SLB). CloudMonitor collects the metrics of these services and displays them on
the CloudMonitor console. You can also configure alert rules for these metrics?2

Option C is incorrect because custom firewall is not a function provided by CloudMonitor.
Custom firewall is a feature of Alibaba Cloud Security Center, which is a different service from
CloudMonitor. Security Center provides security protection for your cloud resources and
applications. Custom firewall allows you to customize firewall rules for your ECS instances and
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control the inbound and outbound traffic3

Option D is incorrect because operation auditing is not a function provided by CloudMonitor.

Operation auditing is a feature of Alibaba Cloud ActionTrail, which is a different service from
CloudMonitor. ActionTrail records the operations performed on your Alibaba Cloud resources
and delivers the audit logs to OSS or Log Service for storage and analysis. Operation auditing
helps you track the changes of your resources and comply with security standards4

2: What is CloudMonitor? - CloudMonitor - Alibaba Cloud Documentation Center
1: Introduction to Cloud Monitor - Alibaba Security & Monitoring Course
3: [Security Center - Alibaba Cloud]

4: [ActionTrail - Alibaba Cloud]
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