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Question 1
Question Type: MultipleChoice

Alibaba Cloud WAF identifies attacks using human/robot detection, Big Data analysis, model analysis, and other related techniques.

Which of the following CC attack defense modes does WAF provide to meet the protection requirements of users? (Number of correct

answers 2)

Options: 
A- Threat

B- Exception

C- Attack emergency

D- Normal

Answer: 
C, D

Question 2



Question Type: MultipleChoice

What are some of the products that support integration with Alibaba Cloud's SSL Certificates Service (Number of correct answers: 3)

Options: 
A- ApsaraDB for RDS

B- Content Distribution Network (CDN)

C- Secure Content Distribution Network (SCDN)

D- Server Load Balancer (SLB)

Answer: 
B, C, D

Question 3
Question Type: MultipleChoice

Which of the following services can be protected by the Alibaba Cloud Security Center's anti-brute force password cracking function?

(Number of answers 3)



Options: 
A- Windows remote desktop service (RDP) Linux remote control service (SSH)

B- Web service (HTTP)

C- MySQL database service SQLServer database service

D- File transfer service (FTP)

Answer: 
B, C, D

Question 4
Question Type: MultipleChoice

To improve system security and protect the system from DDoS attacks, you can use Alibaba Cloud Anti-DDoS Premium Service. Which

of the following products can be used together with Alibaba Cloud Anti-DDoS Service to improve the system access capabilities?

(Number of correct answers 3)



Options: 
A- Server Load Balancer

B- CDN

C- WAF

D- RDS

Answer: 
A, B, C

Question 5
Question Type: MultipleChoice

More and more blackmail attacks (using hacking tools or ransomware) have been detected among recent network security events,

causing ever greater damage and financial loss. Which of the following measures can help Alibaba Cloud customers reduce risks in

blackmail attacks? (Number of correct answers 3)

Options: 



A- Enable images and snapshots for ECS instances, back up data every day, and keep more than three redundant copies

B- Deploy different service applications on servers with the same security level and security domain, and ensure unified policy

management and defense

C- Use strong passwords with more than 15 characters for the accounts of all types of cloud services

D- When remotely operating and maintaining an ECS instance use the superuser account for login at all times

E- If remote O&M is required use IpsecVPN or SSL VPN remote solutions

Answer: 
A, C, E

Question 6
Question Type: MultipleChoice

A customer built his website on Alibaba Cloud- To defend against Web attacks he activated Alibaba Cloud WAF However, a week later,

the customer finds that his website has suffered intrusion. Which of the following actions should he take to ensure that WAF functions

correctly and enhance system security? (Number of correct answers: 4)

Options: 



A- Use Security Center to remove Trojans and fix vulnerabilities

B- Delete all snapshots and clear the server

C- Secure other HTTP services on the ECS instance using WAF

D- Configure a security group for the ECS instance.

E- Check whether or not the DNS resolution results point to the WAF address

F- Resolve the website domain name to the site s source IP address

Answer: 
A, C, D, E

Question 7
Question Type: MultipleChoice

As your business grows, you begin exceeding the maximum number of requests-per-minute supported by the Content Moderation API

and requests begin to fail What is the best way to resolve this issue?

Options: 



A- Build a custom message queue solution which you can use to buffer requests and spread them out over time

B- Open a ticket and ask for the API request limits to be raised

C- There is nothing you can do to reoslve this problem, except to make fewer requests.

D- Open a second Alibaba Cloud account, buy Content Moderation service under that account, and split your quests between these two

accounts.

Answer: 
B

Question 8
Question Type: MultipleChoice

User A is the system administrator of a company, who often takes business trips to Shanghai Each time when he remotely logs on to the

Shanghai an alert is reported, prompting "Someone is remotely logging on to the server Please pay attention to your server security"

Which of the following methods can be used to quickly and automatically resolve this issue?

Options: 



A- Open a ticket immediately to consult Alibaba Cloud engineers

B- Log on to the Alibaba Cloud Security Center, and add a frequent logon location to the configuration item of Security Center.

C- Ask the company leaders for help

D- Call a friend, who is a famous hacker in the industry, for help.

Answer: 
B

Question 9
Question Type: MultipleChoice

After you activate the button Data Risk Control feature in Alibaba Cloud WAF. Which of the following risk control verification modes m

displayed if you directly request for a risk control protection URL?

Options: 
A- Slider verification

B- QR code verification



C- Image verification

D- Digit verification

Answer: 
A

Question 10
Question Type: MultipleChoice

You are importing your own key material in to Key Management Service (KMS). Which of the following is the correct sequence of steps

to follow?

Options: 
A- 1 Create an external key

2 Get the 'import key material' parameters

3 Import the key material

B- 1 Import the key material

2 Get the 'import key material' parameters

3 Create an external key



C- 1 Create an external key

2 Import the key material

3 Get the 'import key material' parameters

D- 1 Get the 'import key material' parameter

2 Create an external key

3. Import the key material

Answer: 
A

Question 11
Question Type: MultipleChoice

The ScheduleKeyDeletion function lets you schedule a time to delete Key Management Service (KMS) keys. How far in the future can a

key deletion event be scheduled?

Options: 
A- 7 days



B- 30 days

C- 15 days

D- 60 days

Answer: 
C
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