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Question 1

Question Type: MultipleChoice

More and more blackmail attacks (using hacking tools or ransomware) have been detected
among recent network security events, causing ever greater damage and financial loss. Which
of the following measures can help Alibaba Cloud customers reduce risks in blackmail attacks?
(Number of correct answers 3)

Options:

A- Enable images and snapshots for ECS instances, back up data every day, and keep more than
three redundant copies

B- Deploy different service applications on servers with the same security level and security
domain, and ensure unified policy management and defense

C- Use strong passwords with more than 15 characters for the accounts of all types of cloud
services

D- When remotely operating and maintaining an ECS instance use the superuser account for
login at all times

E- If remote O&M is required use IpsecVPN or SSL VPN remote solutions

Answer:
A CE

Question 2

Question Type: MultipleChoice

Alibaba Cloud WAF is a security protection product based on Alibaba Group's web security
defense experience accumulated over more than a decade By defending against common
OWASP attacks, providing patches to fix vulnerabilities, and allowing users to customize
protection policies for website services, WAF can successfully safeguard the security and
availability of websites and web applications. Which of the following types of security
configurations does WAF provide? (Number of correct answers 3)

Options:

A- Port access control

B- CC protection

C- Web application attack protection
D- Precision access control
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Answer:
A B, C

Question 3

Question Type: MultipleChoice

More than one CNAME record is generated for the same domain name when Alibaba Cloud
Anti-DDoS Premium Service Instance is purchased for load balancing purpose.

Options:
A-True
B- False

Answer:
B

Question 4

Question Type: MultipleChoice

Among various types of network attacks, "phishing"” is one of the most common attacks. A
phishing website looks exactly the same as the real website It asks visitors to login with their
accounts and passwords; at the same time, record these privacy information for illegal purpose.
Which option best statements about how phishing websites are spread is FALSE?

Options:

A- Banks publish phishing website links in prominent positions on their official websites

B- Phishing website links are sent through Facebook. Twitter and other IM(instant Messenger)
applications.

C- Advertisements are pushed to search engines and small and medium websites, attracting
users to click the phishing website links.

D- Phishing website links are published in batches through emails forums, blogs, and
SNS(Social Network Sites).

Answer:




Alibaba ACP-Secl Practice Questions BY Hickman - Page 4

Question 5

Question Type: MultipleChoice

Users can detach the Security Center client on Alibaba Cloud ECS instances, and reinstall it
later when necessary.

Options:
A- True
B- False

Answer:

Question 6

Question Type: MultipleChoice

Alibaba Cloud's CloudMonitor can not only monitor ECS instances in a secure and efficient way,
but also monitor HTTP sites of clients' servers in data centers However, in the latter case,
Alibaba Cloud does not provide monitor agent so users need to develop their own scripts to
collect data

Options:
A- True
B- False

Answer:
B

Question 7

Question Type: MultipleChoice
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Content Moderation Service is an API-based service Like many API services, it employs
throttling to make sure that the service cannot be overwhelmed by a large number of
simultaneous requests. What is the maximum number of requests per minute you can make
against the Content Moderation API?

Options:
A- 300

B- 100
C-1000
D-600

Answer:
D

Question 8

Question Type: MultipleChoice

In a public cloud environment Alibaba Cloud is responsible for security of cloud computing
infrastructure (such as the IDC environment, physical server O&M, and virtualization layer of
cloud products). However, you still need to perform necessary security optimization measures
for the Cloud products you purchased Which of the following actions do you think are safe?

Options:

A- To reduce the communication cost, five administrators of the company use the root account
to log on to the ECS instance.

B- After buying an ECS instance, enable the security group firewall for the ECS instance
through the console, and only allow a management IP address to remotely log on to the ECS
instance.

C- For easy management, change the administrator password for the ECS instance to 123456.
D- To enable colleagues working at home to update data, open public IP addresses for ApsaraDB
for RDS instances, and allow all IP addresses to connect to the instances

Answer:
B
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Question 9

Question Type: MultipleChoice

Alibaba Cloud Security's Data R.sk Control can effectively resolve junk registration, database
hacking, and other service risk identification problems To use this service. you need to first
collect service dat

a. Which of the following methods can be used to collect information off Web application

systems?

Options:

A- JavaScript

B- SDK

C- JavaScript, SDK
D- HTML5

Answer:
A
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