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Question 1

Question Type: MultipleChoice

A company has developed a serverless web application that is hosted on AWS. The application consists of Amazon S3. Amazon API
Gateway, several AWS Lambda functions, and an Amazon RDS for MySQL database. The company is using AWS CodeCommit to store
the source code. The source code is a combination of AWS Serverless Application Model (AWS SAM) templates and Python code.

A security audit and penetration test reveal that user names and passwords for authentication to the database are hardcoded within
CodeCommit repositories. A DevOps engineer must implement a solution to automatically detect and prevent hardcoded secrets.

What is the MOST secure solution that meets these requirements?

Options:

A- Enable Amazon CodeGuru Profiler. Decorate the handler function with @with_lambda_profiler(). Manually review the
recommendation report. Write the secret to AWS Systems Manager Parameter Store as a secure string. Update the SAM templates and
the Python code to pull the secret from Parameter Store.

B- Associate the CodeCommit repository with Amazon CodeGuru Reviewer. Manually check the code review for any recommendations.
Choose the option to protect the secret. Update the SAM templates and the Python code to pull the secret from AWS Secrets Manager.

C- Enable Amazon CodeGuru Profiler. Decorate the handler function with @with_lambda_profiler(). Manually review the
recommendation report. Choose the option to protect the secret. Update the SAM templates and the Python code to pull the secret from
AWS Secrets Manager.



D- Associate the CodeCommit repository with Amazon CodeGuru Reviewer. Manually check the code review for any recommendations.
Write the secret to AWS Systems Manager Parameter Store as a string. Update the SAM templates and the Python code to pull the

secret from Parameter Store.

Answer:

Question 2

Question Type: MultipleChoice

A company is using an AWS CodeBuild project to build and package an application. The packages are copied to a shared Amazon S3
bucket before being deployed across multiple AWS accounts.

The buildspec.yml file contains the following:



version: 0.2
phases:
build:
commands:
- go build -o myapp
post build:
commands :
- aws s3 cp --acl authenticated-read myapp s3://artifacts/

The DevOps engineer has noticed that anybody with an AWS account is able to download the artifacts.

What steps should the DevOps engineer take to stop this?

Options:

A- Modify the post_build command to use --acl public-read and configure a bucket policy that grants read access to the relevant AWS
accounts only.

B- Configure a default ACL for the S3 bucket that defines the set of authenticated users as the relevant AWS accounts only and grants
read-only access.

C- Create an S3 bucket policy that grants read access to the relevant AWS accounts and denies read access to the principal "*".

D- Modify the post_build command to remove --acl authenticated-read and configure a bucket policy that allows read access to the
relevant AWS accounts only.



Answer:

Question 3

Question Type: MultipleChoice

A company has an application that runs on Amazon EC2 instances that are in an Auto Scaling group. When the application starts up. the
application needs to process data from an Amazon S3 bucket before the application can start to serve requests.

The size of the data that is stored in the S3 bucket is growing. When the Auto Scaling group adds new instances, the application now
takes several minutes to download and process the data before the application can serve requests. The company must reduce the time
that elapses before new EC2 instances are ready to serve requests.

Which solution is the MOST cost-effective way to reduce the application startup time?

Options:

A- Configure a warm pool for the Auto Scaling group with warmed EC2 instances in the Stopped state. Configure an
autoscaling:EC2_INSTANCE_LAUNCHING lifecycle hook on the Auto Scaling group. Modify the application to complete the lifecycle
hook when the application is ready to serve requests.

B- Increase the maximum instance count of the Auto Scaling group. Configure an autoscaling:EC2_INSTANCE_LAUNCHING lifecycle



hook on the Auto Scaling group. Modify the application to complete the lifecycle hook when the application is ready to serve requests.

C- Configure a warm pool for the Auto Scaling group with warmed EC2 instances in the Running state. Configure an
autoscaling:EC2_INSTANCE_LAUNCHING lifecycle hook on the Auto Scaling group. Modify the application to complete the lifecycle
hook when the application is ready to serve requests.

D- Increase the maximum instance count of the Auto Scaling group. Configure an autoscaling:EC2_INSTANCE_LAUNCHING lifecycle
hook on the Auto Scaling group. Modify the application to complete the lifecycle hook and to place the new instance in the Standby state
when the application is ready to serve requests.

Answer:

C

Question 4

Question Type: MultipleChoice

A company wants to set up a continuous delivery pipeline. The company stores application code in a private GitHub repository. The
company needs to deploy the application components to Amazon Elastic Container Service (Amazon ECS). Amazon EC2, and AWS
Lambd

a. The pipeline must support manual approval actions.

Which solution will meet these requirements?



Options:

A- Use AWS CodePipeline with Amazon ECS. Amazon EC2, and Lambda as deploy providers.
B- Use AWS CodePipeline with AWS CodeDeploy as the deploy provider.
C- Use AWS CodePipeline with AWS Elastic Beanstalk as the deploy provider.

D- Use AWS CodeDeploy with GitHub integration to deploy the application.

Answer:

B

Question 5

Question Type: MultipleChoice

A DevOps engineer at a company is supporting an AWS environment in which all users use AWS IAM ldentity Center (AWS Single Sign-
On). The company wants to immediately disable credentials of any new IAM user and wants the security team to receive a notification.

Which combination of steps should the DevOps engineer take to meet these requirements? (Choose three.)



Options:

A- Create an Amazon EventBridge rule that reacts to an IAM CreateUser API call in AWS CloudTrail.
B- Create an Amazon EventBridge rule that reacts to an IAM GetLoginProfile API call in AWS CloudTrail.

C- Create an AWS Lambda function that is a target of the EventBridge rule. Configure the Lambda function to disable any access keys
and delete the login profiles that are associated with the IAM user.

D- Create an AWS Lambda function that is a target of the EventBridge rule. Configure the Lambda function to delete the login profiles
that are associated with the IAM user.

E- Create an Amazon Simple Notification Service (Amazon SNS) topic that is a target of the EventBridge rule. Subscribe the security
team's group email address to the topic.

F- Create an Amazon Simple Queue Service (Amazon SQS) queue that is a target of the Lambda function. Subscribe the security
team's group email address to the queue.

Answer:

A CE

Question 6

Question Type: MultipleChoice




A company wants to set up a continuous delivery pipeline. The company stores application code in a private GitHub repository. The

company needs to deploy the application components to Amazon Elastic Container Service (Amazon ECS). Amazon EC2, and AWS
Lambd

a. The pipeline must support manual approval actions.

Which solution will meet these requirements?

Options:

A- Use AWS CodePipeline with Amazon ECS. Amazon EC2, and Lambda as deploy providers.
B- Use AWS CodePipeline with AWS CodeDeploy as the deploy provider.

C- Use AWS CodePipeline with AWS Elastic Beanstalk as the deploy provider.

D- Use AWS CodeDeploy with GitHub integration to deploy the application.

Answer:

B

Question 7

Question Type: MultipleChoice




A DevOps engineer at a company is supporting an AWS environment in which all users use AWS IAM ldentity Center (AWS Single Sign-
On). The company wants to immediately disable credentials of any new IAM user and wants the security team to receive a notification.

Which combination of steps should the DevOps engineer take to meet these requirements? (Choose three.)

Options:

A- Create an Amazon EventBridge rule that reacts to an IAM CreateUser API call in AWS CloudTrail.
B- Create an Amazon EventBridge rule that reacts to an IAM GetLoginProfile API call in AWS CloudTrail.

C- Create an AWS Lambda function that is a target of the EventBridge rule. Configure the Lambda function to disable any access keys
and delete the login profiles that are associated with the IAM user.

D- Create an AWS Lambda function that is a target of the EventBridge rule. Configure the Lambda function to delete the login profiles
that are associated with the IAM user.

E- Create an Amazon Simple Notification Service (Amazon SNS) topic that is a target of the EventBridge rule. Subscribe the security
team's group email address to the topic.

F- Create an Amazon Simple Queue Service (Amazon SQS) queue that is a target of the Lambda function. Subscribe the security
team's group email address to the queue.

Answer:

A CE



Question 8

Question Type: MultipleChoice

A company has developed a serverless web application that is hosted on AWS. The application consists of Amazon S3. Amazon API
Gateway, several AWS Lambda functions, and an Amazon RDS for MySQL database. The company is using AWS CodeCommit to store
the source code. The source code is a combination of AWS Serverless Application Model (AWS SAM) templates and Python code.

A security audit and penetration test reveal that user names and passwords for authentication to the database are hardcoded within
CodeCommit repositories. A DevOps engineer must implement a solution to automatically detect and prevent hardcoded secrets.

What is the MOST secure solution that meets these requirements?

Options:

A- Enable Amazon CodeGuru Profiler. Decorate the handler function with @with_lambda_profiler(). Manually review the
recommendation report. Write the secret to AWS Systems Manager Parameter Store as a secure string. Update the SAM templates and
the Python code to pull the secret from Parameter Store.

B- Associate the CodeCommit repository with Amazon CodeGuru Reviewer. Manually check the code review for any recommendations.
Choose the option to protect the secret. Update the SAM templates and the Python code to pull the secret from AWS Secrets Manager.

C- Enable Amazon CodeGuru Profiler. Decorate the handler function with @with_lambda_profiler(). Manually review the
recommendation report. Choose the option to protect the secret. Update the SAM templates and the Python code to pull the secret from
AWS Secrets Manager.



D- Associate the CodeCommit repository with Amazon CodeGuru Reviewer. Manually check the code review for any recommendations.
Write the secret to AWS Systems Manager Parameter Store as a string. Update the SAM templates and the Python code to pull the

secret from Parameter Store.

Answer:

B
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