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Question 1
Question Type: MultipleChoice

Which of the following can be the result of a successful malicious intermediary attack?

SELECT ALL THAT APPLY

Options: 
A- The confidentiality of a message is comprised.

B- The integrity of a message is comprised.

C- Private or sensitive data within a message is accessed by the attacker.

D- Harmful data is inserted into a message.

Answer: 
A, B, C, D

Question 2
Question Type: MultipleChoice



In a denial of service attack, the attacker can cause increased loads on a physical server by overloading it with communication requests.

Alternatively, the attacker can engage the physical server in tasks that result in excessive memory usage.

Select the correct answer.

Options: 
A- True

B- False

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following are classified as access-oriented threats?

SELECT ALL THAT APPLY



Options: 
A- denial of service

B- malicious intermediary

C- overlapping trust boundary

D- virtualization attack

Answer: 
A, C, D

Question 4
Question Type: MultipleChoice

Which of the following are security threats that are directly related to the multitenancy cloud characteristic?

SELECT ALL THAT APPLY

Options: 



A- XML parser attack

B- virtualization attack

C- overlapping trust boundary

D- information leakage

Answer: 
B, C

Question 5
Question Type: MultipleChoice

A virtual server is being attacked by a malicious cloud service consumer that is generating increased usage loads upon the underlying

physical server. As a result, other virtual servers being hosted by the physical server are becoming unavailable to other cloud service

consumers. This kind of attack is known as: __________________.

Select the correct answer.

Options: 



A- denial of service

B- overlapping trust boundary

C- insufficient authorization

D- buffer overrun

Answer: 
A

Question 6
Question Type: MultipleChoice

A cloud provider grants cloud consumers administrative access to a virtual server. One of the cloud consumers deploys a cloud service

consumer that abuses its administrative access to exploit the underlying physical server. This kind of attack is known as:

__________________ .

Select the correct answer.

Options: 



A- buffer overrun

B- weak authorization

C- virtualization attack

D- information leakage

Answer: 
C

Question 7
Question Type: MultipleChoice

A malicious cloud service consumer circumvents the authentication enforced by the virtual server and manages to attack the underlying

hardware directly. This is an example of which cloud security threat? Select the correct answer.

Options: 
A- denial of service

B- insufficient authorization



C- information leakage

D- None of the above.

Answer: 
D

Question 8
Question Type: MultipleChoice

Cloud Service A resides on Virtual Server A and Cloud Service B resides on Virtual Server B. Both virtual servers are hosted by the

same physical server and the trust boundaries of Cloud Services A and B overlap. A cloud service consumer successfully uses Cloud

Service A to gain access to the underlying physical server. This enables the cloud service consumer to attack Cloud Service B, which

negatively affects the cloud service consumers of Cloud Service B. This is an example of which cloud security threat?

Select the correct answer.

Options: 
A- denial of service



B- insufficient authorization

C- weak authorization

D- None of the above.

Answer: 
D

Question 9
Question Type: MultipleChoice

The ___________________ attack occurs when access is granted to an attacker erroneously or too broadly, resulting in the attacker

gaining access to IT resources that are normally protected.

Select the correct answer.

Options: 
A- denial of service

B- malicious intermediary



C- insufficient authorization

D- virtualization

Answer: 
C

Question 10
Question Type: MultipleChoice

Messages being sent from a cloud service consumer to a cloud service are intercepted and maliciously altered by an intermediary

service. This is an example of which cloud security threat?

Select the correct answer.

Options: 
A- denial of service

B- insufficient authorization

C- virtualization attack



D- None of the above.

Answer: 
D

Question 11
Question Type: MultipleChoice

Which of the following security threats is classified as a data-oriented threat?

Select the correct answer.

Options: 
A- insufficient authorization

B- malicious intermediary

C- overlapping trust boundary

D- virtualization attack



Answer: 
B

Question 12
Question Type: MultipleChoice

Which of the following mechanisms are combined in a cloud bursting architecture?

SELECT ALL THAT APPLY

Options: 
A- automated scaling listener

B- failover system

C- multi-device broker

D- resource replication

Answer: 
A, D
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