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Question 1
Question Type: MultipleChoice

When undertaking disaster recovery planning, which of the following would NEVER be considered a "natural" disaster?

Options: 
A- Arson.

B- Electromagnetic pulse

C- Tsunami.

D- Lightning Strike

Answer: 
B

Question 2
Question Type: MultipleChoice



What type of diagram used in application threat modeling includes malicious users as well as descriptions like mitigates and threatens?

Options: 
A- Threat trees.

B- STRIDE charts.

C- Misuse case diagrams.

D- DREAD diagrams.

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following subjects is UNLIKELY to form part of a cloud service provision laaS contract?

A User security education.



Options: 
B- Intellectual Property Rights.

C- End-of-service.

D- Liability

Answer: 
D

Question 4
Question Type: MultipleChoice

Which of the following cloud delivery models is NOT intrinsically "trusted" in terms of security by clients using the service?

Options: 
A- Public.

B- Private.



C- Hybrid.

D- Community

Answer: 
D

Question 5
Question Type: MultipleChoice

In a virtualised cloud environment, what component is responsible for the secure separation between guest machines?

Options: 
A- Guest Manager

B- Hypervisor.

C- Security Engine.

D- OS Kernal



Answer: 
A

Question 6
Question Type: MultipleChoice

By what means SHOULD a cloud service provider prevent one client accessing data belonging to another in a shared server

environment?

Options: 
A- By ensuring appropriate data isolation and logical storage segregation.

B- By using a hypervisor in all shared severs.

C- By increasing deterrent controls through warning messages.

D- By employing intrusion detection systems in a VMs.

Answer: 
D



Question 7
Question Type: MultipleChoice

What Is the first yet MOST simple and important action to take when setting up a new web server?

Options: 
A- Change default system passwords.

B- Fully encrypt the hard disk.

C- Apply hardening to all applications.

D- Patch the OS to the latest version

Answer: 
C

Question 8
Question Type: MultipleChoice



Geoff wants to ensure the application of consistent security settings to devices used throughout his organisation whether as part of a

mobile computing or a BYOD approach.

What technology would be MOST beneficial to his organisation?

Options: 
A- VPN.

B- IDS.

C- MDM.

D- SIEM.

Answer: 
C

Question 9
Question Type: MultipleChoice

What Is the root cause as to why SMS messages are open to attackers and abuse?



Options: 
A- The store and forward nature of SMS means it is considered a 'fire and forget service'.

B- SMS technology was never intended to be used to transmit high risk content such as One-time payment codes.

C- The vast majority of mobile phones globally support the SMS protocol inexpensively.

D- There are only two mobile phone platforms - Android and iOS - reducing the number of target environments.

Answer: 
B

Question 10
Question Type: MultipleChoice

A penetration tester undertaking a port scan of a client's network, discovers a host which responds to requests on TCP ports 22, 80, 443,

3306 and 8080.

What type of device has MOST LIKELY been discovered?



Options: 
A- File server.

B- Printer.

C- Firewall.

D- Web server

Answer: 
A
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