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Question 1
Question Type: MultipleChoice

Carol is experiencing read/write errors when trying to save files on her Windows-based laptop. To correct the issue, she could consider

performing which of the following maintenance tasks?

Options: 
A- Disk cleanup

B- fsck command

C- chkdsk command

D- Disk defragmentation

Answer: 
C

Question 2
Question Type: MultipleChoice



Carlos is the Information Technology (IT) administrator for a small company. Over the past year, employees have been using their

personal mobile devices and smartphones for business use. This has reduced costs of purchasing new devices for employees. Carlos is

now considering whether he should stop supplying employees with company phones and instead require all employees to use their

personal smartphones for work. How can Carlos address the most significant security vulnerability?

Options: 
A- Develop a robust app to push security updates out to the various mobile OS devices

B- Create an employee policy that requires employees to keep phones updated to the latest technology

C- Create a policy that specifies acceptable use, ensuring security measures are in place for mobile devices

D- Mandate that employees switch to the company's mobile service provider to ensure security policies are enforced

Answer: 
C

Question 3
Question Type: MultipleChoice



SuperBank is considering a cloud service from Local Data Center, Inc., to support the bank's expanding needs. SuperBank's managers

are concerned about security. What can SuperBank request to protect its data from security threats?

Options: 
A- For Local Data Center to run multiple hypervisors

B- For Local Data Center to install a DDoS mitigation system

C- For SuperBank staff to manage the servers at Local Data Center, Inc.

D- For SuperBank to perform background checks on the staff at Local Data Center, Inc.

Answer: 
D

Question 4
Question Type: MultipleChoice

Ron has an older computer to which he frequently downloads and saves company files. He recently noticed that he was running low on

disk space and decided to delete many old files that he no longer needed. He now notices that it takes a long time to open or save

documents to his hard drive. Which maintenance task can help?



Options: 
A- Disk defragmentation

B- chkdsk command

C- fdisk command

D- Disk cleanup

Answer: 
A

Question 5
Question Type: MultipleChoice

John is the network administrator for a small company. The company's network equipment has become outdated, and John has been

asked to recommend a plan to update the company's infrastructure. John has read extensively about the many advantages of using

cloud-based services. Which of the following is an advantage of cloud-based services that John could cite to support his

recommendation?



Options: 
A- Unlimited service options and choices

B- Higher security in a cloud-based environment

C- Elimination of need for high-speed Internet connection

D- Elimination of equipment purchase and maintenance

Answer: 
D

Question 6
Question Type: MultipleChoice

You are distributing a large video game file using BitTorrent. First, you upload the initial file and make it available via a central server

called a tracker. Other users can then connect to the tracker and download the file. Each user who downloads the file makes it available

to other users to download. The use of BitTorrent significantly reduces the original provider's hardware and bandwidth resource costs.

BitTorrent is an example of what type of network?

Options: 



A- Centralized network

B- Client-server network

C- Peer-to-peer (P2P) network

D- Virtual private network (VPN)

Answer: 
C

Question 7
Question Type: MultipleChoice

Lisa is traveling on company business. She has a company-issued smartphone with 4G access. Her hotel does not provide Internet

access. What advantage does 4G provide to help her access the Internet?

Options: 
A- She can use a 4G mobile hotspot device with her phone to connect her laptop to Wi-Fi.

B- She can use the 4G phone to establish a VPN connection into the company network.



C- She can use the41G phone to call and locate a public location that provides free Wi-Fl.

D- She can use her41G phone's GPS to identify another hotel that provides in-room Internet access.

Answer: 
A

Question 8
Question Type: MultipleChoice

Disaster recovery planning is considered a best practice for all organizations. It is even more important when cloud-computing services

are used. Which of the following should be included as part of a disaster recovery plan for companies that use cloud-based services?

Options: 
A- Company organizational chart

B- Malware and anti-virus software updates

C- Service-level agreement with a cloud-provider

D- Inventory of services not dependent on the cloud provider



Answer: 
C

Question 9
Question Type: MultipleChoice

You want to restrict host access to a wireless access point. What is the best way to do this?

Options: 
A- Enable MAC address filtering at each host.

B- Log in to the access point and configure features, such as changing the SSID .

C- Change the Direct Sequence Spread Spectrum (DSSS) signal at both the access point and each hosts NIC .

D- Install software on the host you want to limit, then use a Web browser to log in to the host and configure it with the necessary settings

to use the access point.

Answer: 
B



Question 10
Question Type: MultipleChoice

You want to enable wireless security on your Android device and your Linux system. Which of the following is a disadvantage of Wired

Equivalent Privacy (WEP)?

Options: 
A- It enables MAC address filtering.

B- It is easily compromised by hackers.

C- It only supports 56-bit symmetric-key encryption.

D- It is based on the outdated 802.lla wireless standard.

Answer: 
B
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