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Question 1
Question Type: MultipleChoice

If Server Guard (product provided by Alibaba Cloud) report some brute force password hacking

attacks, the reporting information will include (the number of correct answers: 3)

Options: 
A- Attack initiated time

B- Attack type

C- Tools attacker used

D- Attack source IP

E- Physical location of attacker

Answer: 
C, D, E

Question 2



Question Type: MultipleChoice

Which of the following statements about cloud security shared responsibilities model are true? (the

number of correct answers: 2)

Options: 
A- for users who is using IAAS service, they should be responsible for their business system which is

on top of cloud infrastructure

B- cloud service provider should guarantee the security of all physical infrastructure

C- the damage caused by attacks leveraging security vulnerability in customers' application server

should be charged to cloud service provider

D- cloud user should also take care of some of the hardware maintenance and operation work

Answer: 
C, D

Question 3
Question Type: MultipleChoice



Which of the following can be termed as the Denial of Service Attack? Choose the best answer.

Options: 
A- A computer on your network has crashed

B- Your router is unable to find a destination outside of your network

C- Your Web server has gone into a loop trying to service a client request

D- You keyboard is no longer responding

Answer: 
C

Question 4
Question Type: MultipleChoice

A DoS attack that sends a flood of synchronization (SYN) requests and never sends the final

acknowledgement (ACK) is typically known as which of the following?



Options: 
A- Smurf

B- Ping Flood

C- Fraggle

D- SYN flood

Answer: 
D

Question 5
Question Type: MultipleChoice

You configure a computer to act as a zombie set in order to attack a web server on a specific date.

What would this contaminated computer be part of?

Options: 



A- The computer is part of a DDoS attack

B- The computer is part of a TCP/IP hijacking

C- The computer is part of a spoofing attack

D- The computer is part of a man-in-the-middle attack

Answer: 
A

Question 6
Question Type: MultipleChoice

Which of the following options can be considered as Physical environment security risks in IT

infrastructure

Options: 
A- Room temperature



B- Data encryption

C- Rain

D- Sounder

Answer: 
A, C, D

Question 7
Question Type: MultipleChoice

Regarding the 'Shared Security Responsibilities' on Alibaba Cloud, which of the following options

are the responsibilities Cloud user need to take care of ?

Options: 
A- Data security inside ECS

B- Physical servers water proof



C- Application vulnerabilities

D- ECS network configuration

Answer: 
A, C, D

Question 8
Question Type: MultipleChoice

Security risk may caused by 'Cloud platform', 'ISV' or 'End user', which of the following options

are the possible risks may caused by Cloud Platform?

Options: 
A- Software development cycle is not formalized

B- Security system overall solutions are not complete

C- Administration tools on Cloud Platform may have some flaws



D- Cloud platform console and API may lack of security hardenning

Answer: 
B, C, D

Question 9
Question Type: MultipleChoice

Which of the following 2 security risks are not included in OWASP published 2017 Top 10 Web

Application Security Risks

Options: 
A- Cross-Site Request Forgery(CSRF)

B- Cross-Site Scripting(XSS)

C- Unvalidated Redirects and Forwards

D- Injection



Answer: 
A, C

Question 10
Question Type: MultipleChoice

Which of the following methods CANNOT increase account security?

Options: 
A- Strong password policies

B- Periodically reset the user login passwords

C- Adhere to the minimum authorization principle

D- Unite user management, permission management and resource management into a single

management process

Answer: 
D



Question 11
Question Type: MultipleChoice

Which of the following options is the top 1 web application security risk based on OWASP 2017

report?

Options: 
A- XSS Attack

B- Server Information Theft

C- Code Execution

D- SQL Injection

Answer: 
D

Question 12
Question Type: MultipleChoice



Which of the following descriptions of the shared responsibilities security model is CORRECT?

Options: 
A- After beginning to use cloud service, the cloud service provider will become responsible for all of

the user's security.

B- After beginning to use cloud service, the user and the cloud service provider will be jointly

responsible for cloud security, with each responsible for different layers of security.

C- After beginning to use cloud service, users must still take care of physical and environmental

security.

D- After beginning to use cloud service, users only need to pay attention to the security of their own

apps and data. All other security will be the responsibility of the cloud service provider.

Answer: 
B
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