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Question 1
Question Type: MultipleChoice

Which parameter indicates the number of current users logged on to the NetScaler gateway?

Options: 
A) ICA connections

B) Total Connected Users

C) Active user session

D) Maximum User session

Answer: 
C

Question 2
Question Type: MultipleChoice



Scenario: A Citrix Architect has deployed an authentication setup with a ShareFile load-balancing virtual server. The NetScaler is

configured as the Service Provider and Portalguard server is utilized as the SAML Identity Provider. While performing the functional

testing, the architect finds that after the users enter their credentials on the logon page provided by Portalguard, they get redirected back

to the Netscaler Gateway page at uri /cgi/samlauth/ and receive the following error.

''SAML Assertion verification failed; Please contact your administrator.''

The events in the /var/log/ns.log at the time of this issue are as follows:

Feb 23 20:35:21 <local0.err> 10.148.138.5 23/02/2018:20:35:21 GMT vorsb1 0-PPE-0 : default AAATM Message 3225369 0 : ''SAML :

ParseAssertion:

parsed attribute NameID, value is nameid''

Feb 23 20:35:21 <local0.err> 10.148.138.5 23/02/2018:20:35:21 GMT vorsb1 0-PPE-0 : default AAATM Message 3225370 0 : ''SAML

verify digest:

algorithms differ, expected SHA1 found SHA256''

Feb 23 20:35:44 <local0.err> 10.148.138.5 23/02/2018:20:35:44 GMT vorsb1 0-PPE-0 : default AAATM Message 3225373 0 : ''SAML :

ParseAssertion:

parsed attribute NameID, value is named

Feb 23 20:35:44 <local0.err> 10.148.138.5 23/02/2018:20:35:44 GMT vorsb1 0-PPE-0 : default AAATM Message 3225374 0 : ''SAML

verify digest:

algorithms differ, expected SHA1 found SHA256''



Feb 23 20:37:55 <local0.err> 10.148.138.5 23/02/2018:20:37:55 GMT vorsb1 0-PPE-0 : default AAATM Message 3225378 0 : ''SAML :

ParseAssertion:

parsed attribute NameID, value is nameid''

Feb 23 20:37:55 <local0.err> 10.148.138.5 23/02/2018:20:37:55 GMT vorsb1 0-PPE-0 : default AAATM Message 3225379 0 : ''SAML

verify digest:

algorithms differ, expected SHA1 found SHA256''

What should the architect change in the SAML action to resolve this issue?

Options: 
A) Signature Algorithm to SHA 256

B) The Digest Method to SHA 256

C) The Digest Method to SHA 1

D) Signature Algorithm to SHA 1

Answer: 
D



Question 3
Question Type: MultipleChoice

Which four load-balancing methods support NetScaler Virtual Server-Level Slow Start? (Choose four.)

Options: 
A) URLHash

B) Least response time

C) Least Packets

D) Least Connection

E) Token

F) Least bandwidth

G) SRCIPSRCPORTHash

Answer: 
B, C, D, F

Question 4



Question Type: MultipleChoice

Scenario: The following NetScaler environment requirements were discussed during a design meeting between a Citrix Architect and the

Workspacelab team:

All traffic should be secured, and any traffic coming into HTTP should be redirected to HTTPS.

Single Sign-on should be created for Microsoft Outlook web access (OWA).

NetScaler should recognize Uniform Resource Identifier (URI) and close the session to NetScaler when users hit the Logoff button in

Microsoft Outlook web access.

Users should be able to authenticate using user principal name (UPN).

The Layer 7 monitor should be configured to monitor the Microsoft Outlook web access servers and the monitor probes must be sent on

SSL.

Options: 
A) add responder action act redirect ''https://mail.citrix.com'' --responseStatusCode 302add responder policy pol HTTP.REQ.IS_VALID

act

B) add lb server test SSL 10.107.149.243.80 --persistenceType NONE --cltTimeout 180 --redirectFromPort 80 --httpsRedirectUrl

https://mail.citrix.com

C) add lb server test SSL 10.107.149.243.443 --persistenceType NONE --cltTimeout 180 --redirectFromPort 80 --httpsRedirectUrl

https://mail.citrix.com



D) add responder action act redirect ''\https://\ + HTTP REQ.HOSTNAME.HTTP_URL_SAFE +

HTTP.REQ.URL_PATH_AND_QUERY.HTTP_URL_SAFE\n\n'' --responseStatusCode 302 add responder policy pol

HTTP.REQ.IS_VALID act

Answer: 
C

Question 5
Question Type: MultipleChoice

Which parameter indicates the number of current users logged on to the NetScaler gateway?

Options: 
A) ICA connections

B) Total Connected Users

C) Active user session

D) Maximum User session



Answer: 
C

Question 6
Question Type: MultipleChoice

Which four load-balancing methods support NetScaler Virtual Server-Level Slow Start? (Choose four.)

Options: 
A) URLHash

B) Least response time

C) Least Packets

D) Least Connection

E) Token

F) Least bandwidth

G) SRCIPSRCPORTHash



Answer: 
B, C, D, F

Question 7
Question Type: MultipleChoice

Scenario: The following NetScaler environment requirements were discussed during a design meeting between a Citrix Architect and the

Workspacelab team:

All traffic should be secured, and any traffic coming into HTTP should be redirected to HTTPS.

Single Sign-on should be created for Microsoft Outlook web access (OWA).

NetScaler should recognize Uniform Resource Identifier (URI) and close the session to NetScaler when users hit the Logoff button in

Microsoft Outlook web access.

Users should be able to authenticate using user principal name (UPN).

The Layer 7 monitor should be configured to monitor the Microsoft Outlook web access servers and the monitor probes must be sent on

SSL.

Options: 



A) add responder action act redirect ''https://mail.citrix.com'' --responseStatusCode 302add responder policy pol HTTP.REQ.IS_VALID

act

B) add lb server test SSL 10.107.149.243.80 --persistenceType NONE --cltTimeout 180 --redirectFromPort 80 --httpsRedirectUrl

https://mail.citrix.com

C) add lb server test SSL 10.107.149.243.443 --persistenceType NONE --cltTimeout 180 --redirectFromPort 80 --httpsRedirectUrl

https://mail.citrix.com

D) add responder action act redirect ''\https://\ + HTTP REQ.HOSTNAME.HTTP_URL_SAFE +

HTTP.REQ.URL_PATH_AND_QUERY.HTTP_URL_SAFE\n\n'' --responseStatusCode 302 add responder policy pol

HTTP.REQ.IS_VALID act

Answer: 
C

Question 8
Question Type: MultipleChoice

Scenario: A Citrix Architect has deployed an authentication setup with a ShareFile load-balancing virtual server. The NetScaler is

configured as the Service Provider and Portalguard server is utilized as the SAML Identity Provider. While performing the functional

testing, the architect finds that after the users enter their credentials on the logon page provided by Portalguard, they get redirected back

to the Netscaler Gateway page at uri /cgi/samlauth/ and receive the following error.



''SAML Assertion verification failed; Please contact your administrator.''

The events in the /var/log/ns.log at the time of this issue are as follows:

Feb 23 20:35:21 <local0.err> 10.148.138.5 23/02/2018:20:35:21 GMT vorsb1 0-PPE-0 : default AAATM Message 3225369 0 : ''SAML :

ParseAssertion:

parsed attribute NameID, value is nameid''

Feb 23 20:35:21 <local0.err> 10.148.138.5 23/02/2018:20:35:21 GMT vorsb1 0-PPE-0 : default AAATM Message 3225370 0 : ''SAML

verify digest:

algorithms differ, expected SHA1 found SHA256''

Feb 23 20:35:44 <local0.err> 10.148.138.5 23/02/2018:20:35:44 GMT vorsb1 0-PPE-0 : default AAATM Message 3225373 0 : ''SAML :

ParseAssertion:

parsed attribute NameID, value is named

Feb 23 20:35:44 <local0.err> 10.148.138.5 23/02/2018:20:35:44 GMT vorsb1 0-PPE-0 : default AAATM Message 3225374 0 : ''SAML

verify digest:

algorithms differ, expected SHA1 found SHA256''

Feb 23 20:37:55 <local0.err> 10.148.138.5 23/02/2018:20:37:55 GMT vorsb1 0-PPE-0 : default AAATM Message 3225378 0 : ''SAML :

ParseAssertion:

parsed attribute NameID, value is nameid''



Feb 23 20:37:55 <local0.err> 10.148.138.5 23/02/2018:20:37:55 GMT vorsb1 0-PPE-0 : default AAATM Message 3225379 0 : ''SAML

verify digest:

algorithms differ, expected SHA1 found SHA256''

What should the architect change in the SAML action to resolve this issue?

Options: 
A) Signature Algorithm to SHA 256

B) The Digest Method to SHA 256

C) The Digest Method to SHA 1

D) Signature Algorithm to SHA 1

Answer: 
D
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