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Question 1
Question Type: MultipleChoice

Which of the following factor is least likely to be considered while implementing or augmenting data security solution for privacy

protection:

Options: 
A- Security controls deployment at the database level

B- Information security infrastructure up-gradation in the organization

C- Classification of data type and its usage by various functions in the organization

D- Training and awareness program for third party organizations

Answer: 
D

Question 2
Question Type: MultipleChoice



Which of the following statements is true with respect to organization's privacy training and awareness program?

Options: 
A- Should define roles and responsibilities of personnel in privacy function

B- Should cover employees of service provider dealing with personal information

C- Should necessarily cover official from Law Enforcement Agencies that request lawful access to personal information

D- None of the above

Answer: 
A

Question 3
Question Type: MultipleChoice

A company collects personal information about its employees and requests them to provide accurate information in order to avail

benefits such as life insurance and medical insurance. Employees of the company have raised concerns about use of their personal

information. Due to the concerns, the company has decided to create a privacy policy. What all should the company include in its privacy

policy to address the raised concerns?



Options: 
A- The purpose of collection of personal data

B- The principle of presumed consent for data disclosure to avail benefits

C- Information about how personal information is processed and used, specifically

D- Contact details of Law Enforcement Agencies (LEA) to whom information is disclosed

Answer: 
C

Question 4
Question Type: MultipleChoice

From the following list, identify the technology aspects that are specially designed for upholding the privacy:

i. Data minimization

ii. Intrusion prevention system

iii. Data scrambling



iv. Data loss prevention

v. Data portability

vi. Data obfuscation

vii. Data encryption

viii. Data mirroring

Please select the correct set of aspects from below options:

Options: 
A- Only i., iii., vii. and viii

B- Only i., ii., iii., vii. and viii

C- Only i., ii., vi. and vii

D- Only ii., v., vi., vii. and viii

Answer: 
C



Question 5
Question Type: MultipleChoice

Which of the following are key contributors that would enhance the complexity in implementing security measures for protection personal

information?

Options: 
A- Data collection through multiple modes and channels

B- Evolution of nimble and flexible business processes affecting access management

C- Regulatory requirements to issue privacy notice and data breach notification in specified format

D- Increasing focus on right to privacy

Answer: 
A

Question 6
Question Type: MultipleChoice



A Privacy Impact Assessment (PIA) should ideally accomplish which of the following goals?

Options: 
A- To determine the risks and effects of collecting, storing and distributing personal information

B- To evaluate processes for handling personal information for mitigating potential privacy risks

C- To acknowledge the organization's role in collecting personal identifiable information

D- To comply with ISO 27001:2013 standard

Answer: 
B

Question 7
Question Type: MultipleChoice

As a newly-appointed privacy officer of an IT company gearing up for DSCI's privacy certification, you are trying to understand what data

elements are involved in each of the business process, function and if these data elements can be classified as sensitive personal

information. What is being accomplished with this effort?



Options: 
A- Organization to get ''Visibility'' over its exposure to sensitive personal information

B- It is a part of the annual exercise per the organization's privacy policy/ processes

C- Information security controls for confidential information being reviewed

D- Gathering inputs to restructure privacy function

Answer: 
C

Question 8
Question Type: MultipleChoice

Privacy enhancing tools aim to allow users to take one or more of the following actions related to their personal data that is sent to, and

used by online service providers, merchants or other users:

i. Increase control over their personal data

ii. Choose whether to use services anonymously or not

iii. Obtain informed consent about sharing their personal data



iv. Opt-out of behavioral advertising or any other use of data

Please select correct option from below:

Options: 
A- Only i

B- Only i and ii

C- All

D- All except iii

Answer: 
C
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