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Question 1
Question Type: MultipleChoice

Who is responsible for securing Cloud user data?

Options: 
A- The cloud provider

B- The cloud user

C- Both the cloud provider and the cloud user

D- The Internet provider

Answer: 
C

Question 2
Question Type: MultipleChoice



In evaluating a Cloud service provider and as part of a proper governance framework, what is required for compliance?

Options: 
A- Exception reports

B- Management reviews

C- Performance reports

D- Statement on Auditing Standards

Answer: 
D

Question 3
Question Type: MultipleChoice

What describes a serious drawback in the early development of networks?



Options: 
A- Computers were dedicated to one function.

B- Computers were too complicated to be connected.

C- There was low network speed.

D- Vendors developed their own network communication protocols.

Answer: 
D

Question 4
Question Type: MultipleChoice

What is an important benefit of using a hybrid model for cloud services?

Options: 
A- It allows the purchaser to save money in infrastructure and licenses.



B- It allows the separation of sensitive data from less sensitive data.

C- It provides better performance.

D- It provides the best client/server experience in a cloud environment.

Answer: 
B

Question 5
Question Type: MultipleChoice

What do we call the threat of data compromised due to unauthorized access?

Options: 
A- Account service and traffic hijacking

B- Data loss/leakage

C- Insecure application interfaces

D- Shared technology vulnerabilities



Answer: 
B

Question 6
Question Type: MultipleChoice

What does the abbreviation IPsec mean?

Options: 
A- Internet Protocol Security

B- Internet Private Section

C- Intelligent Protocol Seconds

D- Second Internet Protocol

Answer: 
A



Question 7
Question Type: MultipleChoice

What is the international standard for IT Service Management processes?

Options: 
A- ISO 9001

B- ISO 14001

C- ISO/IEC 20000

D- ISO/IEC 27001

Answer: 
C

Question 8
Question Type: MultipleChoice



What is a good question to ask a prospective Cloud provider?

Options: 
A- How can we access the servers in case of an incident?

B- How is data partitioning done?

C- What are the names of the Service desk employees?

D- What are the provisions when a service ends?

Answer: 
D

Question 9
Question Type: MultipleChoice

Which kinds of audit mechanisms are available in ISQ/IEC 20000:2011?



Options: 
A- An internal audit mechanism

B- An external audit mechanism

C- An internal and external audit mechanism

D- No audit mechanisms

Answer: 
C

Question 10
Question Type: MultipleChoice

One of the limitations concerns of Cloud computing is uncertainty about where your data is stored in conjunction with varying national

and international legislation on data protection. Which issue does this raise?

Options: 
A- Availability



B- Confidentiality

C- Integrity

D- Security

Answer: 
B

Question 11
Question Type: MultipleChoice

In the 2010 white paper Top Threats to Cloud Computing, what does the Cloud Security Alliance (CSA) identify as remediation for

unknown risk profile and account?

Options: 
A- Good Human Resource vetting procedures

B- Good SLA structures including Cloud provider compliance audits

C- Proper testing methods



D- Strong authentication and access control

Answer: 
B
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