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Question 1
Question Type: MultipleChoice

What is the greatest risk for an organization if no information security policy has been defined?

Options: 
A- If everyone works with the same account, it is impossible to find out who worked on what.

B- Information security activities are carried out by only a few people.

C- Too many measures are implemented.

D- It is not possible for an organization to implement information security in a consistent manner.

Answer: 
D

Question 2
Question Type: MultipleChoice



An employee in the administrative department of Smiths Consultants Inc. finds out that the expiry date of a contract with one of the

clients is earlier than the start date. What type of measure could prevent this error?

Options: 
A- Availability measure

B- Integrity measure

C- Organizational measure

D- Technical measure

Answer: 
D

Question 3
Question Type: MultipleChoice

We can acquire and supply information in various ways. The value of the information depends on whether it is reliable. What are the

reliability aspects of information?



Options: 
A- Availability, Information Value and Confidentiality

B- Availability, Integrity and Confidentiality

C- Availability, Integrity and Completeness

D- Timeliness, Accuracy and Completeness

Answer: 
B

Question 4
Question Type: MultipleChoice

What is an example of a security incident?

Options: 
A- The lighting in the department no longer works.



B- A member of staff loses a laptop.

C- You cannot set the correct fonts in your word processing software.

D- A file is saved under an incorrect name.

Answer: 
B

Question 5
Question Type: MultipleChoice

You apply for a position in another company and get the job. Along with your contract, you are asked to sign a code of conduct. What is

a code of conduct?

Options: 
A- A code of conduct specifies how employees are expected to conduct themselves and is the same for all companies.

B- A code of conduct is a standard part of a labor contract.

C- A code of conduct differs from company to company and specifies, among other things, the rules of behavior with regard to the usage

of information systems.



Answer: 
C

Question 6
Question Type: MultipleChoice

A company moves into a new building. A few weeks after the move, a visitor appears unannounced in the office of the director. An

investigation shows that visitors passes grant the same access as the passes of the company's staff. Which kind of security measure

could have prevented this?

Options: 
A- physical security measure

B- An organizational security measure

C- A technical security measure

Answer: 
A



Question 7
Question Type: MultipleChoice

Susan sends an email to Paul. Who determines the meaning and the value of information in this email?

Options: 
A- Paul, the recipient of the information.

B- Paul and Susan, the sender and the recipient of the information.

C- Susan, the sender of the information.

Answer: 
A

Question 8
Question Type: MultipleChoice



Logging in to a computer system is an access-granting process consisting of three steps: identification, authentication and authorization.

What occurs during the first step of this process: identification?

Options: 
A- The first step consists of checking if the user is using the correct certificate.

B- The first step consists of checking if the user appears on the list of authorized users.

C- The first step consists of comparing the password with the registered password.

D- The first step consists of granting access to the information to which the user is authorized.

Answer: 
B

Question 9
Question Type: MultipleChoice

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security Management

System, the input and output of data in applications is validated, confidential documents are sent in encrypted form and staff use tokens

to access information systems. Which of these is not a technical measure?



Options: 
A- Information Security Management System

B- The use of tokens to gain access to information systems

C- Validation of input and output data in applications

D- Encryption of information

Answer: 
A
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