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Question 1

Question Type: MultipleChoice

Due to unexpected circumstances, an IT company must vacate its main office, forcing all operations to alternate, off-site locations Which
of the following will the company MOST likely reference for guidance during this change?

Options:

A- The business continuity plan
B- The retention policy
C- The disaster recovery plan

D- The incident response plan

Answer:

B

Question 2

Question Type: MultipleChoice




A systems administrator reports degraded performance on a virtual server. The administrator increases the virtual memory allocation,
which improves conditions, but performance degrades again after a few days The administrator runs an analysis tool and sees the
following output:

==3214= timeAttend.exe analyzed

==3214== ERROR SUMMARY:

wm3ll4ms malloc/free: in use at exit: 46 bytes in 18 blocka
==3214== checked H211& byrtes

==3114== dafinitaly lost: 408 bytes in 18 blochs

The administrator terminates the timeAttend.exe, observes system performance over the next few days and notices that the system
performance does not degrade Which of the following issues is MOST likely occurring?

Options:

A- DLL injection
B- APl attack
C- Buffer overflow

D- Memory leak

Answer:

B



Question 3

Question Type: MultipleChoice

A cloud service provider has created an environment where customers can connect existing local networks to the cloud lor additional
computing resources and block internal HR applications from reaching the cloud. Which of the following cloud models is being used?

Options:

A- Public
B- Community
C- Hybrid

D- Private

Answer:

Question 4

Question Type: MultipleChoice




An administrator is experiencing issues when trying to upload a support file to a vendor. A pop-up message reveals that a payment card
number was found in the file, and the file upload was blocked. Which of the following controls is most likely causing this issue and should
be checked FIRST?

Options:

A-DLP
B- Firewall rule
C- Content filter
D- MDM

E- Application whitelist

Answer:

A

Question 5

Question Type: MultipleChoice




A network engineer at a company with a web server is building a new web environment with the following requirements:
Only one web server at a time can service requests.
If the primary web server fails, a failover needs to occur to ensure the secondary web server becomes the primary.

Which of the following load-balancing options BEST fits the requirements?

Options:

A- Cookie-based
B- Active-passive
C- Persistence

D- Round robin

Answer:

B

Question 6

Question Type: MultipleChoice




Customers reported their antivirus software flagged one of the company's primary software products as suspicious. The company's Chief
Information Security Officer has tasked the developer with determining a method to create a trust model between the software and the
customer's antivirus software. Which of the following would be the BEST solution?

Options:

A- Code signing
B- Domain validation
C- Extended validation

D- Self-signing

Answer:

C

Question 7

Question Type: MultipleChoice

Several employees have noticed other bystanders can clearly observe a terminal where passcodes are being entered. Which of the
following can be eliminated with the use of a privacy screen?



Options:

A- Shoulder surfing
B- Spear phishing
C- Impersonation attack

D- Card cloning

Answer:

A
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