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Question 1

Question Type: MultipleChoice

An IoT security administrator realizes that when he attempts to visit the administrative website
for his devices, he is sent to a fake website. To which of the following attacks has he likely fallen
victim?

Options:
A- Buffer overflow
B- Denial of Service (DoS)
C- Birthday attack
D- Domain name system (DNS) poisoning

Answer:
D

Question 2

Question Type: MultipleChoice

A web administrator is concerned about injection attacks. Which of the following mitigation
techniques should the web administrator implement?

Options:
A- Configure single sign-on (SSO)
B- Parameter validation
C- Require strong passwords
D- Require two-factor authentication (2FA)

Answer:
B

Question 3

Question Type: MultipleChoice
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An IoT security administrator is determining which cryptographic algorithm she should use to
sign her server's digital certificates. Which of the following algorithms should she choose?

Options:
A- Rivest Cipher 6 (RC6)
B- Rijndael
C- Diffie-Hellman (DH)
D- Rivest-Shamir-Adleman (RSA)

Answer:
D

Question 4

Question Type: MultipleChoice

Which of the following methods is an IoT portal administrator most likely to use in order to
mitigate Distributed Denial of Service (DDoS) attacks?

Options:
A- Implement Domain Name System Security Extensions (DNSSEC) on all Internet-facing name
servers
B- Disable Network Address Translation Traversal (NAT-T) at the border firewall
C- Implement traffic scrubbers on the upstream Internet Service Provider (ISP) connection
D- Require Internet Protocol Security (IPSec) for all inbound portal connections

Answer:
C

Question 5

Question Type: MultipleChoice

Passwords should be stored...
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Options:
A- For no more than 30 days.
B- Only in cleartext.
C- As a hash value.
D- Inside a digital certificate.

Answer:
C

Question 6

Question Type: MultipleChoice

If an attacker were able to gain access to a user's machine on your network, which of the
following actions would she most likely take next?

Options:
A- Start log scrubbing
B- Escalate privileges
C- Perform port scanning
D- Initiate reconnaissance

Answer:
D

Question 7

Question Type: MultipleChoice

Which option best functions can be added to the authorization component of AAA to enable the
principal of least privilege with flexibility?

Options:
A- Discretionary access control (DAC)
B- Role-based access control (RBAC)
C- Mandatory access control (MAC)
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D- Access control list (ACL)

Answer:
B
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