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Question 1

Question Type: MultipleChoice

Refer to the exhibit.

hostname RouterhA

interface GigabitEthernet 0/0/0
ip address 10.0.0.1 255.255.255.0
standby 1 priority 110

standby i1kevl-cluster

end

crypto i1kevZ cluster
standby-group ikevl-cluster
slave max—session 500

port Z000

no shutdown

crypto 1kevZ redirect gateway 1init

Which type of VPN implementation is displayed?



Options:

A- IKEv1 cluster
B- IKEv2 backup gateway
C- IKEV2 load balancer

D- IKEVZ2 reconnect

Answer:

C

Question 2

Question Type: MultipleChoice

Which two types of SSO functionality are available on the Cisco ASA without any external SSO servers? (Choose two.)

Options:

A- SAML



B- NTLM

C- Kerberos
D- OAuth 2.0
E- HTTP Basic

Answer:

B, E

Question 3

Question Type: MultipleChoice

A network engineer must design a clientless VPN solution for a company. VPN users must be able to access several internal web
servers. When reachability to those web servers was tested, it was found that one website is not being rewritten correctly by the AS

Options:

A- What is a potential solution for this issue while still allowing it to be a clientless VPN setup?

A- Set up a smart tunnel with the IP address of the web server.



B- Set up a NAT rule that translates the ASA public address to the web server private address on port 80.
C- Set up Cisco AnyConnect with a split tunnel that has the IP address of the web server.

D- Set up a WebACL to permit the IP address of the web server.

Answer:

A A

Question 4

Question Type: MultipleChoice

An engineer must configure remote desktop connectivity for offsite admins via clientless SSL VPN, configured on a Cisco ASA to
Windows Vista workstations. Which two configurations provide the requested access? (Choose two.)

Options:

A- Telnet bookmark via the Telnet plugin
B- RDP2 bookmark via the RDP2 plugin
C- VNC bookmark via the VNC plugin



D- Citrix bookmark via the ICA plugin
E- SSH bookmark via the SSH plugin

Answer:

B, E

Question 5

Question Type: MultipleChoice

Which technology and VPN component allows a VPN headend to dynamically learn post NAT IP addresses of remote routers at different
sites?

Options:

A- DMVPN with ISAKMP
B- GETVPN with ISAKMP
C- DMVPN with NHRP

D- GETVPN with NHRP



Answer:

Question 6

Question Type: MultipleChoice

In order to enable FlexVPN to use a AAA attribute list, which two tasks must be performed? (Choose two.)

Options:

A- Define the RADIUS server.

B- Verify that clients are using the correct authorization policy.
C- Define the AAA server.

D- Assign the list to an authorization policy.

E- Set the maximum segment size.

Answer:

B, D



Question 7

Question Type: MultipleChoice

Refer to the exhibit.



aaa authentication login default local
aaa authorization network Flex AAA local

crypto ikev2Z authorization policy Flex Auth
route set remote ipv4 10.0.0.0 255.235.255.0

crypto ikevZ proposal Crypto Proposal
encryption aes-cbhc-256

integrity shaZbé

group 14

crypto ikev2 policy Crypto Policy
proposal Crypto Proposal

crypto 1kev2 keyring FlexKey
peer any

address 0.0.0.0 0.0.0.0

pre-shared-key cisco
|

crypto ikevZ profile IKEvZ Profile

match identity remote address 192.168.0.12 255.255.235.255
authentication local pre-share

authentication remote pre-share

keyring local FlexKey

aaa authorization group cert list Flex AAA Flex Auth

crypto lpsec transform-set TS esp-aes 256 esp-shaZb6b-hmac
mode tunnel

crypto ipsec profile FlexVPN Ipsec
set transform-set TS5




The VPN tunnel between the FlexVPN spoke and FlexVPN hub 192.168.0.12 is failing. What should be done to correct this issue?

Options:

A- Add the address 192.168.0.12 255.255.255.255 command to the keyring configuration.
B- Add the match fvrf any command to the IKEv2 policy.
C- Add the aaa authorization group psk list Flex_AAA Flex_Auth command to the IKEv2 profile configuration.

D- Add the tunnel mode gre ip command to the tunnel configuration.

Answer:

C

Question 8

Question Type: MultipleChoice

Refer to the exhibit.



interface TunnelO
ip address 172.16.1.1 255.255.255.0
no 1p redirects
ip mtu 1440
ip nhrp authentication cisco
ip nhrp map multicast dynamic
ip nhrp network-id 150
no i1p split-horizon eigrp 100
no ip next-hop-self eigrp 100
tunnel source GigabitEthernet0/0
tunnel mode gre multipoint
tunnel key O
tunnel protection ipsec profile cisco

Which two conclusions should be drawn from the DMVPN phase 2 configuration? (Choose two.)

Options:

A- Next-hop-self is required.
B- EIGRP neighbor adjacency will fail.
C- EIGRP is used as the dynamic routing protocol.

D- EIGRP route redistribution is not allowed.



E- Spoke-to-spoke communication is allowed.

Answer:

C E
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