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Question 1
Question Type: MultipleChoice

An incident handler needs to preserve evidence for possible litigation. Which of the following will the incident handler MOST likely do to

preserve the evidence?

Options: 
A- Encrypt the files

B- Clone any impacted hard drives

C- Contact the cyber insurance company

D- Inform law enforcement

Answer: 
B

Question 2
Question Type: MultipleChoice



A technician needs to transfer a large number of files over an unreliable connection. The technician should be able to resume the

process if the connection is interrupted. Which of the following tools can be used?

Options: 
A- afc

B- ehkdsk

C- git clone

C- zobocopy

Answer: 
A

Question 3
Question Type: MultipleChoice

A technician is setting up a desktop computer in a small office. The user will need to access files on a drive shared from another desktop

on the network. Which of the following configurations should the technician employ to achieve this goal?



Options: 
A- Configure the network as private

B- Enable a proxy server

C- Grant the network administrator role to the user

D- Create a shortcut to public documents

Answer: 
A

Question 4
Question Type: MultipleChoice

A technician needs lo formal a USB drive to transfer 20GB of data from a Linux computer to a Windows computer. Which of the following

filesystems will the technician MOST likely use?

Options: 
A- FAT32



B- ext4

C- NTFS

D- exFAT

Answer: 
C

Question 5
Question Type: MultipleChoice

A user is experiencing frequent malware symptoms on a Windows workstation. The user has tried several times to roll back the state but

the malware persists. Which of the following would MOST likely resolve the issue?

Options: 
A- Quarantining system files

B- Reimaging the workstation

C- Encrypting the hard drive



D- Disabling TLS 1.0 support

Answer: 
B

Question 6
Question Type: MultipleChoice

A user wants to set up speech recognition on a PC In which of the following Windows Settings tools can the user enable this option?

Options: 
A- Language

B- System

C- Personalization

D- Ease of Access

Answer: 



A

Question 7
Question Type: MultipleChoice

Which of the following could be used to implement secure physical access to a data center?

Options: 
A- Geofence

B- Alarm system

C- Badge reader

D- Motion sensor

Answer: 
A

Question 8



Question Type: MultipleChoice

A user is unable to log in to the domain with a desktop PC, but a laptop PC is working properly on the same network. A technician logs in

lo the desktop PC with a local account but is unable to browse to the secure intranet site to get troubleshooting tools. Which of the

following is the MOST likely cause of the issue?

Options: 
A- Time drift

B- Dual in-line memory module failure

C- Application crash

D- Filesystem errors

Answer: 
A

Question 9
Question Type: MultipleChoice



A user reports a computer is running slow. Which of the following tools will help a technician identify the issue?

Options: 
A- Disk Cleanup

B- Group Policy Editor

C- Disk Management

D- Resource Monitor

Answer: 
D

Question 10
Question Type: MultipleChoice

A user reports a PC is running slowly. The technician suspects it has a badly fragmented hard drive. Which of the following tools should

the technician use?



Options: 
A- resmon exe

B- msconfig.extf

C- dfrgui exe

D- msmfo32.exe

Answer: 
C
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