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Question 1
Question Type: MultipleChoice

What should an organization use to effectively mitigate against password sharing to prevent unauthorized

access to systems?

Options: 
A- Access through a ticketing system

B- Frequent password resets

C- Strong password requirements

D- Two factor authentication

Answer: 
D

Question 2
Question Type: MultipleChoice



What must be included in the CMDB?

Options: 
A- Inventory of uninstalled software

B- Software End User Licensing Agreements

C- Dependencies of installed components

D- Known vulnerabilities of installed software

Answer: 
C

Explanation: 

https://docs.servicenow.com/bundle/london-servicenow-platform/page/product/configurationmanagement/

concept/cnfig-mgmt-and-cmdb.html

Question 3

https://docs.servicenow.com/bundle/london-servicenow-platform/page/product/configurationmanagement/


Question Type: MultipleChoice

Refer to the exhibit.



What type of item appears in the second column of the table?



Options: 
A- Subcategory

B- Informative Reference

C- Function

D- Tier

Answer: 
A

Question 4
Question Type: MultipleChoice

What is part of the Pre-Recovery phase?

Options: 



A- Backup validation

B- Validate functionality

C- Restore assets

D- Monitor assets

Answer: 
B

Question 5
Question Type: MultipleChoice

Which NIST Cybersecurity Framework function should be executed before any others?

Options: 
A- Respond

B- Protect



C- Recover

D- Identify

Answer: 
D

Explanation: 

https://www.nist.gov/cyberframework/online-learning/five-functions

Question 6
Question Type: MultipleChoice

Which document provides an implementation plan to recover business functions and processes during and after an event?

Options: 

https://www.nist.gov/cyberframework/online-learning/five-functions


A- Business Continuity Plan

B- Disaster Recovery Plan

C- Risk Assessment Strategy

D- Business Impact Analysis

Answer: 
B

Explanation: 

https://www.bmc.com/blogs/disaster-recovery-planning/

Question 7
Question Type: MultipleChoice

Your firewall blocked several machines on your network from connecting to a malicious IP address. After

reviewing the logs, the CSIRT discovers all Microsoft Windows machines on the network have been affected based on a newly

published CVE.

https://www.bmc.com/blogs/disaster-recovery-planning/


Based on the IRP, what should be done immediately?

Options: 
A- Update the asset inventory

B- Contain the breach

C- Eradicate the breach

D- Revise the IRP

Answer: 
A

Question 8
Question Type: MultipleChoice

An organization has a policy to respond ''ASAP'' to security incidents. The security team is having a difficult time prioritizing events

because they are responding to all of them, in order of receipt.

Which part of the IRP does the team need to implement or update?



Options: 
A- Scheduling of incident responses

B- 'Post mortem' documentation

C- Classification of incidents

D- Containment of incidents

Answer: 
C
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