
Free Questions for NSE6_FWB-6.4 by certscare

Shared by Dixon on 29-01-2024

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1
Question Type: MultipleChoice

Which of the following is true about Local User Accounts?

Options: 
A- Must be assigned regardless of any other authentication

B- Can be used for Single Sign On

C- Can be used for site publishing

D- Best suited for large environments with many users

Answer: 
C

Question 2
Question Type: MultipleChoice



Which is true about HTTPS on FortiWeb? (Choose three.)

Options: 
A- For SNI, you select the certificate that FortiWeb will present in the server pool, not in the server policy.

B- After enabling HSTS, redirects to HTTPS are no longer necessary.

C- In true transparent mode, the TLS session terminator is a protected web server.

D- Enabling RC4 protects against the BEAST attack, but is not recommended if you configure FortiWeb to only offer TLS 1.2.

E- In transparent inspection mode, you select which certificate that FortiWeb will present in the server pool, not in the server policy.

Answer: 
A, C, E

Question 3
Question Type: MultipleChoice

A client is trying to start a session from a page that should normally be accessible only after they have logged in.

When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.)



Options: 
A- Reply with a ''403 Forbidden'' HTTP error

B- Allow the page access, but log the violation

C- Automatically redirect the client to the login page

D- Display an access policy message, then allow the client to continue, redirecting them to their requested page

E- Prompt the client to authenticate

Answer: 
A, B, C

Question 4
Question Type: MultipleChoice

Which of the following would be a reason for implementing rewrites?

Options: 



A- Page has been moved to a new URL

B- Page has been moved to a new IP address

C- Replace vulnerable functions.

D- Send connection to secure channel

Answer: 
C

Question 5
Question Type: MultipleChoice

You are configuring FortiAnalyzer to store logs from FortiWeb.

Which is true?

Options: 
A- FortiAnalyzer will store antivirus and DLP archives from FortiWeb.



B- You must enable ADOMs on FortiAnalyzer.

C- To store logs from FortiWeb 6.4, on FortiAnalyzer, you must select ''FrotiWeb 6.1''.

D- FortiWeb will query FortiAnalyzer for reports, instead of generating them locally.

Answer: 
B

Question 6
Question Type: MultipleChoice

How does an ADOM differ from a VDOM?

Options: 
A- ADOMs do not have virtual networking

B- ADOMs improve performance by offloading some functions.

C- ADOMs only affect specific functions, and do not provide full separation like VDOMs do.

D- Allows you to have 1 administrator for multiple tenants



Answer: 
A

Question 7
Question Type: MultipleChoice

When generating a protection configuration from an auto learning report what critical step must you do before generating the final

protection configuration?

Options: 
A- Restart the FortiWeb to clear the caches

B- Drill down in the report to correct any false positives.

C- Activate the report to create t profile

D- Take the FortiWeb offline to apply the profile

Answer: 
B



Question 8
Question Type: MultipleChoice

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web servers,

which all host the same web application. You want requests for web application B to be forwarded to a different, single web server.

Which statement about this solution is true?

Options: 
A- The server policy applies the same protection profile to all of its protected web applications.

B- You must put the single web server in to a server pool, in order to use it with HTTP content routing.

C- You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for web application B

go to the virtual server for policy B.

D- Static or policy-based routes are not required.

Answer: 
D
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