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Question 1
Question Type: MultipleChoice

Which of the following statements about Public Key Infrastructure (PKI) is true?

Options: 
A- It uses symmetric key pairs.

B- It uses public key encryption.

C- It is a digital representation of information that identifies users.

D- It provides security using data encryption and digital signature.

Answer: 
D

Question 2
Question Type: MultipleChoice



Key Distribution Center is used in which authentication method?

Options: 
A- Multi-factor

B- Smart cards

C- Biometrics

D- Security tokens

E- Kerberos

F- Challenge Handshake Authentication Protocol

Answer: 
E

Question 3
Question Type: MultipleChoice

Which of the following devices or hardware parts employs SMART model system as a monitoring system?



Options: 
A- Modem

B- RAM

C- Hard disk

D- IDS

Answer: 
C

Question 4
Question Type: MultipleChoice

What is VeriSign?

Options: 



A- It is a data warehouse.

B- It is an e-commerce portal.

C- It is a search engine.

D- It is a payment gateway.

Answer: 
D

Question 5
Question Type: MultipleChoice

Which Wireless network standard operates at 2.4 GHz and transfers data at a rate of 54 Mbps?

Options: 
A- 802.11a

B- 802.11n

C- 802.11b



D- 802.11g

Answer: 
D

Question 6
Question Type: MultipleChoice

Bluetooth uses the _________ specification in the ________ band with FHSS technology.

Options: 
A- IEEE 802.11, 2.4-2.5 GHz

B- IEEE 802.11, 1.4-2.5 GHz

C- IEEE 802.15, 1.5-2.0 GHz

D- IEEE 802.15, 2.4-2.5 GHz

Answer: 



D

Question 7
Question Type: MultipleChoice

In packet filtering types of firewalls, which of the following specifies what traffic can and cannot

traverse the firewall?

Options: 
A- Internet bot

B- Access control list

C- ASDM

D- RIP

Answer: 
B



Question 8
Question Type: MultipleChoice

What are packet sniffers?

Options: 
A- Packet sniffers encrypt the packages as they cross the network.

B- Packet sniffers test package security.

C- Packet sniffers test the packages to verify data integrity.

D- Packet sniffers capture the packages as they cross the network.

Answer: 
D

Question 9
Question Type: MultipleChoice



Which of the following encryption techniques does digital signatures use?

Options: 
A- RSA

B- IDEA

C- Blowfish

D- MD5

Answer: 
D

Question 10
Question Type: MultipleChoice

Which of the following service provider classes is used to create a digital signature?



Options: 
A- RC2CryptoServiceProvider

B- RNGCryptoServiceProvider

C- DESCryptoServiceProvider

D- SHA1CryptoServiceProvider

E- MD5CryptoServiceProvider

F- DSACryptoServiceProvider

Answer: 
F

Question 11
Question Type: MultipleChoice

Which of the following policies define how Identification and Authorization occur and determine

access control, audits, and network connectivity?



Options: 
A- Information policies

B- Usage policies

C- Security policies

D- Administrative policies

E- Disaster Recovery Plans

F- Design Requirements

Answer: 
C
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