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Question 1
Question Type: MultipleChoice

You need to meet the authentication requirements for leaked credentials.

What should you do?

Options: 
A- Enable federation with PingFederate in Azure AD Connect.

B- Configure Azure AD Password Protection.

C- Enable password hash synchronization in Azure AD Connect.

D- Configure an authentication method policy in Azure AD.

Answer: 
C

Explanation: 



https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

Question 2
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy.

What should you do first?

Options: 
A- From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B- From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance

C- From the Azure Active Directory admin center, create a Conditional Access policy.

D- From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: 
A

https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity


Question 3
Question Type: MultipleChoice

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique

solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a

correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review

screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click the Exhibit tab.)





You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You add each manager as a fallback reviewer.

Does this meet the goal?

Options: 
A- Yes

B- No

Answer: 
B

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

Question 4

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review


Question Type: MultipleChoice

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past.

For how long does Azure AD store events in the sign-in logs?

Options: 
A- 14 days

B- 30 days

C- 90 days

D- 365 days

Answer: 
B

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention#

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention


how-long-does-azure-ad-store-the-data

Question 5
Question Type: MultipleChoice

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc. Fabrikam uses a

domain named fabrikam.com.

Fabrikam users must be removed automatically from the tenant when access is no longer required.

You need to configure the following settings:

Block external user from signing in to this directory: No

Remove external user: Yes

Number of days before removing external user from this directory: 90

What should you configure on the Identity Governance blade?



Options: 
A- Access packages

B- Settings

C- Terms of use

D- Access reviews

Answer: 
B

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users

Question 6
Question Type: MultipleChoice

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique

solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users


correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review

screen.

You have an Active Directory forest that syncs to an Azure Active Directory (Azure AD) tenant.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30

minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from

authenticating to Azure AD.

Solution: You configure Azure AD Password Protection.

Does this meet the goal?

Options: 
A- Yes

B- No

Answer: 
B



Question 7
Question Type: MultipleChoice

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant

contains the users shown in the following table.

All the users work remotely.

Azure AD Connect is configured in Azure AD as shown in the following exhibit.



Connectivity from the on-premises domain to the internet is lost.

Which users can sign in to Azure AD?

Options: 



A- User1 and User3 only

B- User1 only

C- User1, User2, and User3

D- User1 and User2 only

Answer: 
A

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

Question 8
Question Type: MultipleChoice

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory

(Azure AD) tenant named contoso.com by using Azure AD Connect.

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations


You need to prevent the synchronization of users who have the extensionAttribute15 attribute set to

NoSync.

What should you do in Azure AD Connect?

Options: 
A- Create an inbound synchronization rule for the Windows Azure Active Directory connector.

B- Configure a Full Import run profile.

C- Create an inbound synchronization rule for the Active Directory Domain Services connector.

D- Configure an Export run profile.

Answer: 
C

Explanation: 
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration


Question 9
Question Type: MultipleChoice

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD

enterprise application named App1.

A contractor uses the credentials of user1@outlook.com.

You need to ensure that you can provide the contractor with access to App1. The contractor must be able to

authenticate as user1@outlook.com.

What should you do?

Options: 
A- Run the New-AzADUser cmdlet.

B- Configure the External collaboration settings.

C- Add a WS-Fed identity provider.

D- Create a guest user account in contoso.com.



Answer: 
D

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

Question 10
Question Type: MultipleChoice

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique

solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a

correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review

screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click the Exhibit tab.)

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal






You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You set Reviewers to Member (self).

Does this meet the goal?

Options: 
A- Yes

B- No

Answer: 
B

Question 11
Question Type: MultipleChoice

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique

solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a



correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review

screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click the Exhibit tab.)





You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You modify the properties of the IT administrator user accounts.

Does this meet the goal?

Options: 
A- Yes

B- No

Answer: 
A

Explanation: 

D18912E1457D5D1DDCBD40AB3BF70D5D

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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