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Question 1
Question Type: MultipleChoice

If you're using iSCSI in a cloud environment, what must come from an external protocol or application?

Options: 
A) Kerberos support

B) CHAP support

C) Authentication

D) Encryption

Answer: 
D

Explanation: 
iSCSI does not natively support encryption, so another technology such as IPsec must be used to encrypt communications.



Question 2
Question Type: MultipleChoice

What concept does the 'T' represent in the STRIDE threat model?

Options: 
A) TLS

B) Testing

C) Tampering with data

D) Transport

Answer: 
C

Explanation: 
Explanation



Any application that sends data to the user will face the potential that the user could manipulate or alter the data, whether it resides in

cookies, GET or POST commands, or headers, or manipulates client-side validations. If the user receives data from the application, it is

crucial that the application validate and verify any data that is received back from the user.

Question 3
Question Type: MultipleChoice

What concept does the 'R' represent with the DREAD model?

Options: 
A) Reproducibility

B) Repudiation

C) Risk

D) Residual

Answer: 
A



Explanation: 
Reproducibility is the measure of how easy it is to reproduce and successful use an exploit. Scoring within the DREAD model ranges

from 0, signifying a nearly impossibly exploit, up to 10, which signifies something that anyone from a simple function call could exploit,

such as a URL.

Question 4
Question Type: MultipleChoice

What concept does the 'I' represent with the STRIDE threat model?

Options: 
A) Integrity

B) Information disclosure

C) IT security

D) Insider threat



Answer: 
B

Explanation: 
Perhaps the biggest concern for any user is having their personal and sensitive information disclosed by an application. There are many

aspects of an application to consider with security and protecting this information, and it is very difficult for any application to fully ensure

security from start to finish. The obvious focus is on security within the application itself, as well as protecting and storing the data.

Question 5
Question Type: MultipleChoice

What concept does the 'A' represent in the DREAD model?

Options: 
A) Affected users



B) Authentication

C) Affinity

D) Authorization

Answer: 
A

Explanation: 
Affected users refers to the percentage of users who would be impacted by a successful exploit. Scoring ranges from 0, which means no

users are impacted, to 10, which means all users are impacted.

Question 6
Question Type: MultipleChoice

What concept does the 'D' represent with the STRIDE threat model?



Options: 
A) Data loss

B) Denial of service

C) Data breach

D) Distributed

Answer: 
B

Explanation: 
Any application can be a possible target of denial-of-service (DoS) attacks. From the application side, the developers should minimize

how many operations are performed for non-authenticated users. This will keep the application running as quickly as possible and using

the least amount of system resources to help minimize the impact of any such attacks.

Topic 3, Exam Pool C

Question 7
Question Type: MultipleChoice



The Restatement (Second) Conflict of Law refers to which of the following?

Response:

Options: 
A) The basis for deciding which laws are most appropriate in a situation where conflicting laws exist

B) When judges restate the law in an opinion

C) How jurisdictional disputes are settled

D) Whether local or federal laws apply in a situation

Answer: 
A

Question 8
Question Type: MultipleChoice

Which of the following BCDR testing methodologies is least intrusive?



Response:

Options: 
A) Walk-through

B) Simulation

C) Tabletop

D) Full test

Answer: 
C

Question 9
Question Type: MultipleChoice

Data transformation in a cloud environment should be of great concern to organizations considering cloud migration because

__________ could affect data classification processes/implementations.

Response:



Options: 
A) Multitenancy

B) Virtualization

C) Remote access

D) Physical distance

Answer: 
B

Question 10
Question Type: MultipleChoice

A cloud data encryption situation where the cloud customer retains control of the encryption keys and the cloud provider only processes

and stores the data could be considered a ____________.

Response:



Options: 
A) Threat

B) Risk

C) Hybrid cloud deployment model

D) Case of infringing on the rights of the provider

Answer: 
C
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