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Question 1

Question Type: MultipleChoice

To minimize vulnerability, which steps should an organization take before deploying a new Internet of Things (IoT) device? (Choose two.)

Options:

A- Changing the default password
B- Updating the device firmware
C- Setting up new users

D- Disabling IPv6

E- Enabling the firewall

Answer:

B, E

Question 2

Question Type: MultipleChoice




Which of the following are part of the hardening phase of the vulnerability assessment process? (Choose two.)

Options:

A- Installing patches

B- Updating configurations
C- Documenting exceptions
D- Conducting audits

E- Generating reports

Answer:

A B

Question 3

Question Type: MultipleChoice

Which of the following would MOST likely make a Windows workstation on a corporate network vulnerable to remote exploitation?



Options:

A- Disabling Windows Updates
B- Disabling Windows Firewall
C- Enabling Remote Registry

D- Enabling Remote Desktop

Answer:

D

Question 4

Question Type: MultipleChoice

Which common source of vulnerability should be addressed to BEST mitigate against URL redirection attacks?

Options:

A- Application



B- Users
C- Network infrastructure

D- Configuration files

Answer:

A

Question 5

Question Type: MultipleChoice

Network infrastructure has been scanned and the identified issues have been remediated. What is the next step in the vulnerability
assessment process?

Options:

A- Generating reports
B- Establishing scope

C- Conducting an audit



D- Assessing exposures

Answer:

Question 6

Question Type: MultipleChoice

During which phase of a vulnerability assessment would a security consultant need to document a requirement to retain a legacy device
that is no longer supported and cannot be taken offline?

Options:

A- Conducting post-assessment tasks
B- Determining scope
C- ldentifying critical assets

D- Performing a vulnerability scan



Answer:

C
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