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Question 1
Question Type: MultipleChoice

Your IDS discovers that an intruder has gained access to your system. You immediately stop that access, change passwords for

administrative accounts, and secure your network. You discover an odd account (not administrative) that has permission to remotely

access the network. What is this most likely?

Options: 
A- An example of IP spoofing.

B- A backdoor the intruder created so that he can re-enter the network.

C- A normal account you simply did not notice before. Large networks have a number of accounts; it is hard to track them all.

D- An example of privilege escalation.

Answer: 
B

Question 2



Question Type: MultipleChoice

Every network device contains a unique built in Media Access Control (MAC) address, which is used to identify the authentic device to

limit the network access. Which of the following addresses is a valid MAC address?

Options: 
A- F936.28A1.5BCD.DEFA

B- 1011-0011-1010-1110-1100-0001

C- 132.298.1.23

D- A3-07-B9-E3-BC-F9

Answer: 
D

Question 3
Question Type: MultipleChoice

Which of the following attacks can be performed by Brutus for cracking a password?



Each correct answer represents a complete solution. Choose two.

Options: 
A- Hybrid attack

B- Replay attack

C- Brute force attack

D- Man-in-the-middle attack

Answer: 
A, C

Question 4
Question Type: MultipleChoice

A honey pot is a computer trap that is used to attract potential intruders or attackers. Which of the following are some advantages of

honey pots?

Each correct answer represents a complete solution. Choose all that apply.



Options: 
A- Risk of takeover

B- Limited view

C- Reduced false positives

D- Small set of data

Answer: 
C, D

Question 5
Question Type: MultipleChoice

Which of the following are vulnerable to social engineering attacks?

Each correct answer represents a complete solution. Choose two.

Options: 



A- Minimal trained company employees

B- Encrypted data on the hard disk drive

C- A public building that has shared office space

D- An office with a biometrics authentication system

Answer: 
A, C

Question 6
Question Type: MultipleChoice

Which of the following are the types of access controls?

Each correct answer represents a complete solution. Choose three.

Options: 
A- Physical



B- Technical

C- Administrative

D- Automatic

Answer: 
A, B, C

Question 7
Question Type: MultipleChoice

Which of the following tools can be used to perform a whois query?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A- WsPingPro

B- Traceroute



C- Sam Spade

D- SuperScan

Answer: 
A, C, D

Question 8
Question Type: MultipleChoice

Which of the following statements are true about TCP/IP model?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A- It is consists of various protocols present in each layer.

B- It provides end-to-end connectivity specifying how data should be formatted, addressed, transmitted, routed and received at the

destination.

C- It is generally described as having five abstraction layers.



D- It describes a set of general design guidelines and implementations of specific networking protocols to enable computers to

communicate over a network.

Answer: 
A, B, D

Question 9
Question Type: MultipleChoice

It is the technique for gathering information for a Web site owner about a user through a few lines of code that reside in the Web pages.

This information is gathered through __________.

Options: 
A- Spambot

B- Spyware

C- Web Bugs

D- Bogus spyware removal programs



Answer: 
C



To Get Premium Files for GSLC Visit
https://www.p2pexams.com/products/gslc

For More Free Questions Visit
https://www.p2pexams.com/giac/pdf/gslc

https://www.p2pexams.com/products/GSLC
https://www.p2pexams.com/giac/pdf/gslc

