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Question 1
Question Type: MultipleChoice

When you suspect that the company's network has been attacked by hackers, you have carried out a technical investigation. Which of

the following options does not belong to the behavior that occurred in the early stage of the attack?

Options: 
A- Planting malware

B- Vulnerability attack'

C- We6 Application Click

D- Brute force

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following iterations is correct for the description of the management center?

Options: 
A- The management server of the management center is responsible for the cleaning of abnormal flow, as well as the collection and

analysis of business data, and storage, and is responsible for the summary

The stream is reported to the management server for report presentation.

B- The data coking device is responsible for the cleaning of abnormal flow, the centralized management and configuration of equipment,

and the presentation of business reports.

C- The data collector and management server support distributed deployment and centralized deployment. Centralized deployment has

good scalability.

D- The management center is divided into two parts: management server and teaching data collector.

Answer: 
D

Question 3
Question Type: MultipleChoice



Which of the following technologies can achieve content security? (multiple choice)

Options: 
A- Web security protection

B- Global environment awareness

C- Sandbox and big data analysis

D- Intrusion prevention

Answer: 
A, B, C, D

Question 4
Question Type: MultipleChoice

For SYIN Flood attacks, TCP source authentication and TCP proxy can be used for defense. Which of the following descriptions is

correct?



Options: 
A- TCP proxy means that the firewall is deployed between the client and the server. When the SYI packet sent by the client to the server

passes through the firewall, the

The firewall replaces the server and establishes a three-way handshake with the client. Generally used in scenarios where the back and

forth paths of packets are inconsistent.

B- During the TCP proxy process, the firewall will proxy and respond to each SYN message received, and maintain a semi-connection,

so when the SYN message is

When the document flow is heavy, the performance requirements of the firewall are often high.

C- TCP source authentication has the restriction that the return path must be consistent, so the application of TCP proxy is not common.

State 'QQ: 9233

D- TCP source authentication is added to the whitelist after the source authentication of the client is passed, and the SYN packet of this

source still needs to be verified in the future.

Answer: 
B

Question 5
Question Type: MultipleChoice



Which of the following is not an abnormal situation of the file type recognition result?

Options: 
A- The file extension does not match.

B- Unrecognized file type

C- File corruption

D- The file is compressed

Answer: 
D

Question 6
Question Type: MultipleChoice

In the deployment of Huawei NIP6000 products, only port mirroring can be used for streaming replication.

Options: 



A- True

B- False

Answer: 
B

Question 7
Question Type: MultipleChoice

An enterprise administrator configures the Web reputation system as shown in the figure. Regarding the configuration, which of the

following statements is correct?



Options: 
A- The content in No. 2 must be configured.

B- In addition to this page configuration, you also need to enable the firewall and sandbox linkage, otherwise the page configuration is

invalid



C- The content in No. 4 must be configured.

D- After the configuration is completed, you need to submit the configuration to take effect.

Answer: 
B

Question 8
Question Type: MultipleChoice

The processing flow of IPS has the following steps;

1. Reorganize application data

2. Match the signature

3. Message processing

4. Protocol identification

Which of the following is the correct order of the processing flow?



Options: 
A- 4-1-2-3

B- 1-4-2-3

C- 1-3-2-4

D- 2-4-1-3:

Answer: 
B

Question 9
Question Type: MultipleChoice

Which of the following technologies can achieve content security? (multiple choice)

Options: 
A- Web security protection



B- Global environment awareness

C- Sandbox and big data analysis

D- Intrusion prevention

Answer: 
A, B, C, D

Question 10
Question Type: MultipleChoice

An enterprise administrator configures the Web reputation system as shown in the figure. Regarding the configuration, which of the

following statements is correct?



Options: 
A- The content in No. 2 must be configured.

B- In addition to this page configuration, you also need to enable the firewall and sandbox linkage, otherwise the page configuration is

invalid



C- The content in No. 4 must be configured.

D- After the configuration is completed, you need to submit the configuration to take effect.

Answer: 
B

Question 11
Question Type: MultipleChoice

Under the CLI command, which of the following commands can be used to view the AV engine and virus database version?

Options: 
A- display version av-sdb

B- display utm av version

C- display av utm version

D- display utm version



Answer: 
A
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