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Question 1
Question Type: MultipleChoice

In the capacity building of the security team, it is generally divided into management positions and technical posts, which of the following

are not the key responsibilities of technical positions? (single selection).

Options: 
A- Responsible for security vulnerability detection and protection.

B- Responsible for organizing the emergency handling of information security emergencies.

C- Responsible for formulating enterprise-level information security technology planning and technical architecture.

D- Responsible for organizing and carrying out information system security graded protection work

Answer: 
C

Question 2
Question Type: MultipleChoice



The SQL injection vulnerability occurs due to the lack of validation of the legitimacy of user input

Options: 
A- TRUE

B- FALSE

Answer: 
A

Question 3
Question Type: MultipleChoice

Zombie networks are used to spread viruses and cannot launch DDos attacks

Options: 



A- TRUE

B- FALSE

Answer: 
B

Question 4
Question Type: MultipleChoice

Huawei's network security intelligence system CIS can only be linked with which of the following devices to block viruses?

Options: 
A- Firewall

B- Agile Controller-Campus

C- SecoManager

D- AgileController-DCN



Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following measures can protect against viruses that spread through zero-day vulnerabilities? (multiple selection).

Options: 
A- Partial sandbox

B- Deploy firewalls

C- Use situational awareness technology

D- Deploy missing equipment

Answer: 
A, C



Question 6
Question Type: MultipleChoice

The following describes port scanning Which is wrong? (single selection).

Options: 
A- TCP port scanning uses the three-way handshake feature

B- The purpose of port scanning is to determine what kind of services are enabled on the peer host, so as to find an entry for intrusion.

C- When the scanner sends a Syn message If the peer does not reply, the peer port is down.

D- For UDP port scanning It is to determine whether the port is open by sending a UDP data packet to the peer with a specific port

number and observing whether the ICMP port is unreachable packet.

Answer: 
C

Question 7
Question Type: MultipleChoice



The following is a humble description of transparent and reverse proxies Which items are correct? (multiple selection).

Options: 
A- The deployment method of reverse proxy requires directing traffic to the WAF device.

B- The deployment method of transparent proxy requires directing traffic to the WAF device.

C- The deployment method of transparent proxy is to connect devices in the network.

D- The deployment method of reverse proxy is to connect devices in the network.

Answer: 
A, C
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