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Question 1

Question Type: MultipleChoice

Which objective is MOST appropriate to measure the effectiveness of password policy?

Options:

A- The number of related incidents increases.
B- Attempts to log with weak credentials increases.
C- Newly created account credentials satisfy requirements.

D- The number of related incidents decreases.

Answer:

D

Question 2

Question Type: MultipleChoice




Which statement about compliance responsibilities and ownership of accountability is correct?

Options:

A- Organizations may be able to transfer their accountability for compliance with various regulatory requirements to their CSPs, but they
retain the ownership of responsibility.

B- Organizations may be able to transfer their responsibility for compliance with various regulatory requirements to their CSPs, but they
retain the ownership of accountability.

C- Organizations may transfer their responsibility and accountability for compliance with various regulatory requirements to their CSPs.

D- Organizations are not able to transfer their responsibility nor accountability for compliance with various regulatory requirements to
their CSPs.

Answer:

D

Question 3

Question Type: MultipleChoice

Which of the following cloud models prohibits penetration testing?



Options:

A- Hybrid Cloud
B- Private Cloud
C- Public Cloud

D- Community Cloud

Answer:

B

Question 4

Question Type: MultipleChoice

Under GDPR, an organization should report a data breach within what time frame?

Options:




A- 72hours
B- 2weeks
C- 1week

D- 48hours

Answer:

A

Question 5

Question Type: MultipleChoice

Which of the following data destruction methods is the MOST effective and efficient?

Options:

A- Crypto-shredding
B- Degaussing

C- Multi-pass wipes



D- Physical destruction

Answer:

Question 6

Question Type: MultipleChoice

Which of the following parties should have accountability for cloud compliance requirements?

Options:

A- Customer
B- Equally shared between customer and provider
C- Provider

D- Either customer or provider, depending on requirements

Answer:




Question 7

Question Type: MultipleChoice

An organization that is utilizing a community cloud is contracting an auditor to conduct a review on behalf of the group of organizations
within the cloud community. From the following, to whom should the auditor report the findings?

Options:

A- Public
B- Management of organization being audited
C- Shareholders/interested parties

D- Cloud service provider

Answer:




Question 8

Question Type: MultipleChoice

As a developer building codes into a container in a DevSecOps environment, which of the following is the appropriate place(s) to
perform security tests?

Options:

A- Within developer's laptop
B- Within the CI/CD server
C- Within version repositories

D- Within the CI/CD pipeline

Answer:

Question 9

Question Type: MultipleChoice




You have been assigned the implementation of an ISMS, whose scope must cover both on premise and cloud infrastructure. Which of
the following is your BEST option?

Options:

A- Implement ISO/IEC 27002 and complement it with additional controls from the CCM.

B- Implement ISO/IEC 27001 and complement it with additional controls from ISO/IEC 27017.

C- Implement ISO/IEC 27001 and complement it with additional controls from ISO/IEC 27002.

D- Implement ISO/IEC 27001 and complement it with additional controls from the NIST SP 800-145.

Answer:

B

Question 10

Question Type: MultipleChoice

Which best describes the difference between a type 1 and a type 2 SOC report?



Options:

A- A type 2 SOC report validates the operating effectiveness of controls whereas a type 1 SOC report validates the suitability of the
design of the controls.

B- A type 2 SOC report validates the suitability of the design of the controls whereas a type 1 SOC report validates the operating
effectiveness of controls.

C- Atype 1 SOC report provides an attestation whereas a type 2 SOC report offers a certification.

D- There is no difference between a type 2 and type 1 SOC report.

Answer:

C

Question 11

Question Type: MultipleChoice

When building a cloud governance model, which of the following requirements will focus more on the cloud service provider's evaluation
and control checklist?

Options:




A- Security requirements
B- Legal requirements
C- Compliance requirements

D- Operational requirements

Answer:

D
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