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Question 1

Question Type: MultipleChoice

A user is given access to a service that gives them access to cloud-hosted physical and virtual servers, storage, and networking.

Which NIST cloud service model is this?

Options:

A-laaS

B- SaaS
C- PaaS
D- CaaS

Answer:

A

Question 2

Question Type: MultipleChoice




If an endpoint does not know how to reach its destination, what path will it take to get there?

Options:

A- The endpoint will broadcast to all connected network devices.
B- The endpoint will not send the traffic until a path is clarified.
C- The endpoint will send data to the specified default gateway.

D- The endpoint will forward data to another endpoint to send instead.

Answer:

Question 3

Question Type: MultipleChoice

What does "forensics" refer to in a Security Operations process?



Options:

A- Collecting raw data needed to complete the detailed analysis of an investigation
B- Validating cyber analysts' backgrounds before hiring
C- Reviewing information about a broad range of activities

D- Analyzing new IDS/IPS platforms for an enterprise

Answer:

A

Question 4

Question Type: MultipleChoice

What is the recommended method for collecting security logs from multiple endpoints?

Options:

A- Leverage an EDR solution to request the logs from endpoints.



B- Connect to the endpoints remotely and download the logs.
C- Configure endpoints to forward logs to a SIEM.

D- Build a script that pulls down the logs from all endpoints.

Answer:

C

Question 5

Question Type: MultipleChoice

Identify a weakness of a perimeter-based network security strategy to protect an organization's endpoint systems.

Options:

A- It cannot identify command-and-control traffic
B- It assumes that all internal devices are untrusted
C- It assumes that every internal endpoint can be trusted

D- It cannot monitor all potential network ports



Answer:

Question 6

Question Type: MultipleChoice

Which attacker profile acts independently or as part of an unlawful organization?

Options:

A- cybercriminal
B- cyberterrorist
C- state-affiliated group

D- hacktivist

Answer:

A



Question 7

Question Type: MultipleChoice

Which protocol is used by both internet service providers (ISPs) and network service providers (NSPs)?

Options:

A- Routing Information Protocol (RIP)
B- Border Gateway Protocol (BGP)
C- Open Shortest Path First (OSPF)

D- Split horizon

Answer:

B

Question 8

Question Type: MultipleChoice




With regard to cloud-native security in layers, what is the correct order of the four C's from the top (surface) layer to the bottom (base)
layer?

Options:

A- container, code, cluster, cloud
B- code, container, cluster, cloud
C- code, container, cloud, cluster

D- container, code, cloud, cluster

Answer:

B

Question 9

Question Type: MultipleChoice

A doctor receives an email about her upcoming holiday in France. When she clicks the URL website link in the email, the connection is
blocked by her office firewall because it's a known malware website. Which type of attack includes a link to a malware website in an
email?



Options:

A- whaling
B- phishing
C- pharming

D- spam

Answer:

B
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