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Question 1
Question Type: MultipleChoice

How do AMP's device trajectory capabilities help address customers' breach remediation issues?

Options: 
A) It analyzes the data from suspicious files to provide a new level of threat intelligence.

B) It determines the scope and cause of an outbreak and tracks suspicious files

C) It tracks file behavior across the network to see which devices it enters and exits

D) It searches for potential threats based on identified activities and behaviors

Answer: 
B

Question 2
Question Type: MultipleChoice



What are two key capabilities of Meraki? (Choose two.)

Options: 
A) application visibility and control

B) security automation

C) contextual awareness

D) device profiling

E) identity-based and device-aware security

Answer: 
A, D

Question 3
Question Type: MultipleChoice

What are three key benefits of Cisco NGFW? (Choose three.)



Options: 
A) Reduces throughput

B) Prepares defenses

C) Reduces complexity

D) Identifies anomalous traffic

E) Detects and remediates threats faster

F) Increases traffic latency

Answer: 
B, C, E

Question 4
Question Type: MultipleChoice

What are two reasons why perimeter-based network security is no longer sufficient? (Choose two.)

Options: 



A) More users

B) More devices

C) More IT professionals

D) More networks

E) More vulnerabilities

Answer: 
B, E

Question 5
Question Type: MultipleChoice

Which two Cisco products help manage data access policy consistently? (Choose two.)

Options: 
A) Duo

B) Cloudlock



C) AMPforEndpoints

D) pxGrid

E) Steathwatch

Answer: 
B, D

Question 6
Question Type: MultipleChoice

What are two core functionalities of DNS-layer security? (Choose two.)

Options: 
A) Live threat intelligence

B) Real-time sandboxing

C) Proxy and file inspection

E) Data analytics and monitoring



F) URL filtering

Answer: 
A, B

Question 7
Question Type: MultipleChoice

Which feature of ISE provides role-based access control and command level authorization with logging for auditing?

Options: 
A) Platform exchange grid

B) TACACS+Device Administration

C) Context-aware access

D) Centralized policy management

Answer: 



B

Question 8
Question Type: MultipleChoice

What are three security blind spots that must be addressed? (Choose three.)

Options: 
A) IT

B) Workloads

C) Applications

D) Networks

E) Email

F) Data

Answer: 
C, D, F



Question 9
Question Type: MultipleChoice

What are two solutions Cisco offers for web security? (Choose two.)

Options: 
A) CRES

B) NGFW

C) Cloudlock

D) AMP for Web Security

E) Cognitive Intelligence

Answer: 
D, E

Question 10
Question Type: MultipleChoice



Which two attack vectors are protected by Cloud Security? (Choose two.)

Options: 
A) Endpoints

B) Web

C) Data Center

D) Cloud

E) Email

Answer: 
A, E
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