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Question 1
Question Type: MultipleChoice

Cloud Security Posture Management uses which of the following to integrate with cloud accounts?

Options: 
A- IAM account credentials

B- Security Objects

C- SDDC

D- CloudGuard Controller

Answer: 
A

Question 2
Question Type: MultipleChoice



After the cloud acquisition process finishes. Cloud Security Posture Security module secures access to cloud environments by

performing controls access to cloud environments by performing the following tasks: Visualizes Security Policies in cloud environments,

control access to protected cloud assets with short-term dynamic access leases, and______________.

Options: 
A- Automatically Installs Policies

B- Deploys new management resources

C- Manages Network Security Groups

D- Deploys new internal cloud resources

Answer: 
B

Question 3
Question Type: MultipleChoice

What platform provides continuous compliance and governance assessments that evaluate public infrastructure according to industry to

industry standards and best practices?



Options: 
A- Cloud Security Posture Management

B- CloudGuard laaS Public Cloud

C- CloudGuard SaaS

D- CloudGuard laaS Private Cloud

Answer: 
B

Question 4
Question Type: MultipleChoice

Cloud Security Posture Management (CSPM) operates as which type of service based platform?

Options: 



A- CaaS

B- SaaS

C- PaaS

D- laaS

Answer: 
D

Question 5
Question Type: MultipleChoice

Introduction to Cloud Security Posture Management uses which of the following to connect, communicate, and collect information from

cloud accounts and third party tools?

Options: 
A- SmartConsole

B- HTML



C- CLI

D- APIs

Answer: 
D

Question 6
Question Type: MultipleChoice

Once the Deployment finishes, Cloud Security Posture Management applies default network security posture that does what?

Options: 
A- Minimizes the risk of external threats by blocking access to high risk sites and external users

B- Minimizes the risk of external threats by blocking accessed to the internet

C- Minimizes the risk of external threats by blocking access to all internal resources

D- Minimizes the risks of external threats by blocking access to services and ports



Answer: 
D

Question 7
Question Type: MultipleChoice

When Cloud Security Posture Management discovers non- compliant cloud resources, CloudBot applications perform automated

remediation's to correct any violations. How true is this statement?

Options: 
A- This is true, however it requires Full Protection access to the Cloud Account to perform automated remediation

B- This is not true, Cloud Security Posture Management (CSPIU) can only report non-compliance and cannot remediate by itself

C- This is partially true, however the automated remediation is not done by CloudBot applications but it is done by the Security

Management Server

D- This is not true because CloudBot applications are used to provide chat service to respond to non-compliance alerts

Answer: 
A



Question 8
Question Type: MultipleChoice

Which CloudGuard security platform enables organizations to view and access their security posture, find cloud misconfigurations, and

enforce best practices?

Options: 
A- CloudGuard laaS Private Cloud Solution

B- CloudGuard SaaS

C- CloudGuard Security Posture Management

D- CloudGuard laaS Public Cloud Solution

Answer: 
C

Question 9



Question Type: MultipleChoice

Cloud Security Posture Management uses CloudBots to assist with________________.

Options: 
A- cloud account configurations and data flows

B- securing IAM account credentials.

C- identifying where the organization's security posture need:

D- automatic compliance remediation

Answer: 
D

Question 10
Question Type: MultipleChoice

How does the Cloud Security Posture Management (CSPM) service deliver intelligence threat feeds, enforce compliance policies, and

apply security enhancement to the environment.



Options: 
A- The Cloud Security Posture Management (CSPM) does this by using the SOAP protocol and XML

B- The Cloud Security Posture Management (CSPM) does this by .usingSSH and microagents

C- The Cloud Security Posture Management (CSPM) does this by using REST APIs

D- The Cloud Security Posture Management (CSPM) does this by using SIC connections on the cloud

Answer: 
D

Question 11
Question Type: MultipleChoice

The Security Administrator needs to reconfigure the API server, which command would need to be ran?

Options: 



A- api reboot

B- api reconf

C- api restart

D- api reconfig

Answer: 
D
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