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Question 1
Question Type: MultipleChoice

Refer to the exhibit.





According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose two.)

Options: 
A- Domain name:iraniansk.com

B- Server: nginx

C- Hash value: 5f31ab113af08=1597090577

D- filename= ''Fy.exe''

E- Content-Type: application/octet-stream

Answer: 
C, E

Question 2
Question Type: MultipleChoice

What are YARA rules based upon?



Options: 
A- binary patterns

B- HTML code

C- network artifacts

D- IP addresses

Answer: 
A

Question 3
Question Type: MultipleChoice

A scanner detected a malware-infected file on an endpoint that is attempting to beacon to an external site. An analyst has reviewed the

IPS and SIEM logs but is unable to identify the file's behavior. Which logs should be reviewed next to evaluate this file further?

Options: 
A- email security appliance



B- DNS server

C- Antivirus solution

D- network device

Answer: 
B

Question 4
Question Type: MultipleChoice

Refer to the exhibit.





Which type of code created the snippet?

Options: 
A- VB Script

B- Python

C- PowerShell

D- Bash Script

Answer: 
A

Question 5
Question Type: MultipleChoice

Refer to the exhibit.



According to the SNORT alert, what is the attacker performing?

Options: 
A- brute-force attack against the web application user accounts

B- XSS attack against the target webserver

C- brute-force attack against directories and files on the target webserver

D- SQL injection attack against the target webserver

Answer: 
C



Question 6
Question Type: MultipleChoice

Refer to the exhibit.



What do these artifacts indicate?

Options: 



A- An executable file is requesting an application download.

B- A malicious file is redirecting users to different domains.

C- The MD5 of a file is identified as a virus and is being blocked.

D- A forged DNS request is forwarding users to malicious websites.

Answer: 
A

Question 7
Question Type: MultipleChoice

An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability is

compromised. Which step should be taken to identify the origin of the threat?

Options: 
A- An engineer should check the list of usernames currently logged in by running the command $ who | cut -- d' ' -f1| sort | uniq

B- An engineer should check the server's processes by running commands ps -aux and sudo ps -a.



C- An engineer should check the services on the machine by running the command service -status-all.

D- An engineer should check the last hundred entries of a web server with the command sudo tail -100 /var/ log/apache2/access.log.

Answer: 
D
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