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Question 1

Question Type: MultipleChoice

Refer to the exhibit.



GET /wp-contentirm1q_qBx4_15/ HTTP/1.1
Host iraniansk. com
Connection: Keep-Alive




According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose two.)

Options:

A- Domain name:iraniansk.com

B- Server: nginx

C- Hash value: 5f31ab113af08=1597090577
D- filename= "Fy.exe"

E- Content-Type: application/octet-stream

Answer:

C,E

Question 2

Question Type: MultipleChoice

What are YARA rules based upon?



Options:

A- binary patterns
B- HTML code
C- network artifacts

D- IP addresses

Answer:

A

Question 3

Question Type: MultipleChoice

A scanner detected a malware-infected file on an endpoint that is attempting to beacon to an external site. An analyst has reviewed the
IPS and SIEM logs but is unable to identify the file's behavior. Which logs should be reviewed next to evaluate this file further?

Options:

A- email security appliance



B- DNS server
C- Antivirus solution

D- network device

Answer:

B

Question 4

Question Type: MultipleChoice

Refer to the exhibit.



function decrypt(crypted, key)
On Error Resume Next

UUf = crypted
sJs ="l

wWLu=""

FETw =1

fori=1 to len(UUr)

if { asc(mid(UUF, i, 1)) = 47 and asc(mid(UUf, i, 1)) < 58) then
sJs = sds + mid(UUf, i, 1) 1
FETw =1

else

If FETw =1 then

MNEL = Clnt {(sJs) ‘Il

Vixd = XOR_Func{NEL, key) ‘1!
wWLU = wWLu + Chr(Vh) 111
end if

SJs ="

FETw=10

end if

vkB = bEBk or CFc
next

decrypt = wWLu

end function

function XOR_Func(git, ANF)

On Error Resume Next

sCLx = git xor ANF
HAOR_Func=sClLx

end function




Which type of code created the snippet?

Options:

A- VB Script
B- Python

C- PowerShell
D- Bash Script

Answer:

A

Question 5

Question Type: MultipleChoice

Refer to the exhibit.



[**] [1:2008186:5] ET SCAN DirBuster Web App Scan in Progress [%*¥*]
[Classification: Web Application Attack] [Priority: 1]
04/20-13:02:21.250000 192.168.100.100:51022 -> 192.168.50.50:80
TCP TTL:63 TOS5:0x0 ID:20054 IpLen: 20 DgmLen:342 DF

kkkpphdk Cog: O0x369FB652 Ack: 0xSCF06FD8 Win: 0xFAE0 TcpLen: 32

[¥ref => http://doc.emergingthreats.net/2008186] [Xref => http://owasp.orqg]

According to the SNORT alert, what is the attacker performing?

Options:

A- brute-force attack against the web application user accounts
B- XSS attack against the target webserver
C- brute-force attack against directories and files on the target webserver

D- SQL injection attack against the target webserver

Answer:




Question 6

Question Type: MultipleChoice

Refer to the exhibit.



e Artifact 32: Ohttp-syracusecoffee.com-80-10-1

Src: network Imports: 100 Type: EXE — PE32 executable SHAZ256:
(GUI) Intel 80386, for MS Windows 54665f8e84ea846e319408b23e65ad3710d09e058604980a199674034a

Size: 270848 Exports: 1 AV Sigs: 0 3ab09
MD5: f4a49b3edaaldZe1fcbladi48d133ae2a

Path http-syracusecoffee.com-80-10-1 SHA1 446e86e8d3bo56afabed 14bf4c250776e196C82

Mime Type | application/x-dosexec, charset=binary Created At | +142.693s

Magic Type | PE32 executable (GUI) Intel 80386, for MS Windows Related to

o PE Sections
© Headers
o Imported/Exported Symbols

© Artifact 33: Ohttp-gstride.com-80-8-1

Src: network imports: 0 Type: HTMLS — HTML document, SHAZ256:
bocTeGy12ecbf@Valeda14f9e3aedodbdbs53121a28525650fc55189

ASCIl text
Size: 318 Exports: 0 AV Sigs: 0 25713db
MD5: fa172c7Tabd7b03605d33cd1ae3 73657
Path hitp-gstride. com-80-8-1 SHA1 O785i32546095c25c62 1ebdcdB1cfia2aicB 2581
Mime Type | text/himl; charset=us-ascii Created At |+141.865s
Magic Type | HTML document, ASCI text Relatedto | stream &

What do these artifacts indicate?

Options:




A- An executable file is requesting an application download.
B- A malicious file is redirecting users to different domains.
C- The MD5 of a file is identified as a virus and is being blocked.

D- A forged DNS request is forwarding users to malicious websites.

Answer:

A

Question 7

Question Type: MultipleChoice

An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability is
compromised. Which step should be taken to identify the origin of the threat?

Options:

A- An engineer should check the list of usernames currently logged in by running the command $ who | cut -- d' ' -f1| sort | uniq

B- An engineer should check the server's processes by running commands ps -aux and sudo ps -a.



C- An engineer should check the services on the machine by running the command service -status-all.

D- An engineer should check the last hundred entries of a web server with the command sudo tail -100 /var/ log/apache2/access.log.

Answer:

D
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