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Question 1
Question Type: MultipleChoice

Which of the following descriptions about viruses and Trojans are correct? (multiple choices)

Options: 
A- Viruses are triggered by computer users

B- Viruses can replicate themselves

C- Trojan horses are triggered by computer users

D- Trojans can replicate themselves

Answer: 
A, B

Question 2
Question Type: MultipleChoice



Which of the following options are the possible reasons why a certain signature is not included after the IPS policy configuration is

completed? (multiple choice)

Options: 
A- Direction is not enabled

B- The direction is turned on, but no specific direction is selected

C- The severity level of the configuration is too high

D- The protocol selection technique is correct

Answer: 
B, C, D

Question 3
Question Type: MultipleChoice

The analysis and processing capabilities of traditional firewalls at the application layer are weak, and they cannot correctly analyze

malicious codes that are mixed in the flow of allowed application teaching: many Attacks or malicious behaviors often use the firewall's

open application data flow to cause damage, causing application layer threats to penetrate the firewall



Options: 
A- True

B- False

Answer: 
A

Question 4
Question Type: MultipleChoice

Threats detected by the big data intelligent security analysis platform will be synchronized to each network device at the same time C

and then collected from the network device

Collect it in the log for continuous learning and optimization.

Options: 
A- True
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B- False

Answer: 
A

Question 5
Question Type: MultipleChoice

Regarding intrusion detection I defense equipment, which of the following statements are correct? (multiple choice)

Options: 
A- It cannot effectively prevent the virus from spreading from the Internet to the intranet.

B- The number of applications that NIP6000 can recognize reaches 6000+, which realizes refined application protection, saves export

bandwidth, and guarantees key business services

Experience.

C- Protect the intranet from external attacks, and inhibit malicious flows, such as spyware, worms, etc. from flooding and spreading to

the intranet.



D- Ability to quickly adapt to threat changes

Answer: 
B, C, D

Question 6
Question Type: MultipleChoice

Regarding Huawei's anti-virus technology, which of the following statements is wrong?

Options: 
A- The virus detection system cannot directly detect compressed files

B- The anti-virus engine can detect the file type through the file extension

C- Gateway antivirus default file maximum decompression layer is 3 layers

D- The implementation of gateway antivirus is based on proxy scanning and stream scanning

Answer: 



B

Question 7
Question Type: MultipleChoice

Which of the following options is wrong for the description of the cleaning center?

Options: 
A- The cleaning center completes the functions of drainage, cleaning, and re-injection of the flow after cleaning in the abnormal flow.

B- There are two types of drainage methods: static drainage and dynamic drainage.

C- Re-injection methods include: policy route re-injection, static route re-injection, VVPN back-injection and layer 2 same.

D- The cleaning equipment supports rich and flexible attack prevention technologies, but it is ineffective against cc attacks and ICMP

Flood attacks.

Answer: 
D



Question 8
Question Type: MultipleChoice

When the device recognizes a keyword during content filtering detection, which response actions can the device perform? (multiple

choice)

Options: 
A- Warning

B- Block

C- Declare

D- Operate by weight

Answer: 
A, B, D

Question 9
Question Type: MultipleChoice



If the Huawei USG600 product uses its own protocol stack cache for all files passing through the device and then performs a virus scan,

then the device uses

It is the stream scanning method.

Options: 
A- True

B- False

Answer: 
B

Question 10
Question Type: MultipleChoice

The IPS function of Huawei USG6000 supports two response methods: blocking and alarming.



Options: 
A- True

B- False

Answer: 
A
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