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Question 1
Question Type: MultipleChoice

In the TCP/P protocol core, which of the following protocols works at the application layer? ( )[Multiple choice]*

Options: 
A- IGMP

B- ICMP

C- RIP

D- ARP

Answer: 
C

Question 2
Question Type: MultipleChoice



According to the level protection requirements, which of the following behaviors belong to the scope of information security operation

and maintenance management? ( )*

Options: 
A- Participate in information security training

B- Backup or restore data

C- Develop an emergency response plan

D- Security hardening of the host

Answer: 
A, B, C, D

Question 3
Question Type: MultipleChoice

Drag the warning level of the network security emergency response on the left into the box on the right, and arrange it from top to bottom

in order of severity.[fill in the blank]*



Options: 
A- 3124

B- 3125

Answer: 
A

Question 4
Question Type: MultipleChoice

Drag the phases of the cybersecurity emergency response on the left into the box on the right, and arrange them from top to bottom in

the order of execution.[fill in the blank]*



Options: 
A- 3142

B- 3143

Answer: 
A

Question 5
Question Type: MultipleChoice

Database operation records can be used as ___ evidence to backtrack security events.[fill in the blank]*



Options: 
A- electronic

B- phases

Answer: 
A

Question 6
Question Type: MultipleChoice

When IPSec VPN uses tunnel mode to encapsulate packets, which of the following is not within the encryption scope of the ESP security

protocol? ( )[Multiple choice]*

Options: 
A- ESP Header

B- TCP Header

C- Raw IP Header



D- ESP Tail

Answer: 
A

Question 7
Question Type: MultipleChoice

IPSec VPN uses an asymmetric algorithm to calculate the ___ key to encrypt data packets.[fill in the blank]

Options: 
A- symmetry

B- TRUE

Answer: 
A
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