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Question 1
Question Type: MultipleChoice

Several months after the installation of a new firewall with intrusion prevention features to block malicious activity, a breach was

discovered that came in through the firewall shortly after installation. This breach could have been detected earlier by implementing

firewall:

Options: 
A- packet filtering.

B- web surfing controls.

C- log monitoring.

D- application awareness.

Answer: 
D

Question 2



Question Type: MultipleChoice

Which of the following is the MOST important consideration for a global organization that is designing an information security awareness

program?

Options: 
A- Program costs

B- Cultural backgrounds

C- National regulations

D- Local languages

Answer: 
D

Question 3
Question Type: MultipleChoice

Labeling information according to its security classification:



Options: 
A- reduces the need to identify baseline controls for each classification

B- affects the consequences if information is handled insecurely.

C- enhances the likelihood of people handling information securely.

D- reduces the number and type of countermeasures required

Answer: 
C

Question 4
Question Type: MultipleChoice

Risk scenarios simplify the risk assessment process by:

Options: 



A- focusing on important and relevant risk.

B- covering the full range of possible risk.

C- reducing the need for subsequent risk evaluation.

D- ensuring business risk is mitigated.

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following should be the MOST important consideration when prioritizing risk re mediation?

Options: 
A- Evaluation of risk

B- Impact of compliance

C- Duration of exposure



D- Comparison to risk appetite

Answer: 
B

Question 6
Question Type: MultipleChoice

Several months after the installation of a new firewall with intrusion prevention features to block malicious activity, a breach was

discovered that came in through the firewall shortly after installation. This breach could have been detected earlier by implementing

firewall:

Options: 
A- packet filtering.

B- web surfing controls.

C- log monitoring.

D- application awareness.



Answer: 
D

Question 7
Question Type: MultipleChoice

Which of the following should be the PRIMARY consideration when implementing a data loss prevention (DLP) solution?

Options: 
A- Data ownership

B- Selection of tools

C- Data storage capabilities

D- Data classification

Answer: 
D



Question 8
Question Type: MultipleChoice

Which of the following provides the MOST useful information for identifying security control gaps on an application server?

Options: 
A- Threat models

B- Risk assessments

C- Penetration testing

D- Internal audit reports

Answer: 
C

Question 9
Question Type: MultipleChoice



Which of the following is the MOST important consideration for a global organization that is designing an information security awareness

program?

Options: 
A- Program costs

B- Cultural backgrounds

C- National regulations

D- Local languages

Answer: 
D

Question 10
Question Type: MultipleChoice

What is the BEST approach for the information security manager to reduce the impact on a security program due to turnover within the

security staff?



Options: 
A- Document security procedures,

B- Revise the information security program.

C- Ensure everyone is trained in their roles.

D- Recruit certified staff.

Answer: 
A
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