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Question 1
Question Type: MultipleChoice

What ate two denial-of-service (DoS) attacks? (Choose two)

Options: 
A) port scan

B) SYN flood

C) man-in-the-middle

D) phishing

E) teardrop

Answer: 
B, C

Question 2
Question Type: MultipleChoice



W[^t is vulnerability management?

Options: 
A) A security practice focused on clarifying and narrowing intrusion points.

B) A security practice of performing actions rather than acknowledging the threats.

C) A process to identify and remediate existing weaknesses.

D) A process to recover from service interruptions and restore business-critical applications

Answer: 
C

Question 3
Question Type: MultipleChoice

At a company party a guest asks

How is this type of conversation classified?



Options: 
A) Phishing attack

B) Password Revelation Strategy

C) Piggybacking

D) Social Engineering

Answer: 
B

Question 4
Question Type: MultipleChoice

What do the Security Intelligence Events within the FMC allow an administrator to do?

Options: 
A) See if a host is connecting to a known-bad domain.



B) Check for host-to-server traffic within your network.

C) View any malicious files that a host has downloaded.

D) Verify host-to-host traffic within your network.

Answer: 
A

Question 5
Question Type: MultipleChoice

Which IETF standard technology is useful to detect and analyze a potential security incident by recording

session flows that occurs between hosts?

Options: 
A) SFlow

B) NetFlow



C) NFlow

D) IPFIX

Answer: 
D

Question 6
Question Type: MultipleChoice

Which two compliance frameworks require that data be encrypted when it is transmitted over a public network?

(Choose two.)

Options: 
A) PCI

B) GLBA

C) HIPAA



D) SOX

E) COBIT

Answer: 
A, C

Question 7
Question Type: MultipleChoice

You have identified a malicious file in a sandbox analysis tool. Which piece of file information from the analysis

is needed to search for additional downloads of this file by other hosts?

Options: 
A) file name

B) file hash value

C) file type



D) file size

Answer: 
B

Question 8
Question Type: MultipleChoice

The target web application server is running as the root user and is vulnerable to command injection. Which result of a successful attack

is true?

Options: 
A) cross-site scripting

B) cross-site scripting request forgery

C) privilege escalation

D) buffer overflow



Answer: 
B
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