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Question 1
Question Type: MultipleChoice

An incident response team is recommending changes after analyzing a recent compromise in which:

a large number of events and logs were involved;

team members were not able to identify the anomalous behavior and escalate it in a timely manner;

several network systems were affected as a result of the latency in detection;

security engineers were able to mitigate the threat and bring systems back to a stable state; and

the issue reoccurred shortly after and systems became unstable again because the correct information was not gathered during the

initial identification phase.

Which two recommendations should be made for improving the incident response process? (Choose two.)

Options: 
A- Formalize reporting requirements and responsibilities to update management and internal stakeholders throughout the incident-

handling process effectively.

B- Improve the mitigation phase to ensure causes can be quickly identified, and systems returned to a functioning state.



C- Implement an automated operation to pull systems events/logs and bring them into an organizational context.

D- Allocate additional resources for the containment phase to stabilize systems in a timely manner and reduce an attack's breadth.

E- Modify the incident handling playbook and checklist to ensure alignment and agreement on roles, responsibilities, and steps before an

incident occurs.

Answer: 
C, E

Question 2
Question Type: MultipleChoice

What is a use of TCPdump?

Options: 
A- to analyze IP and other packets

B- to view encrypted data fields

C- to decode user credentials



D- to change IP ports

Answer: 
A

Question 3
Question Type: MultipleChoice

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to bots. This attack

went undetected and resulted in a significant loss. The organization wants to ensure this does not happen in the future and needs a

security solution that will generate alerts when command and control communication from an infected device is detected. Which network

security solution should be recommended?

Options: 
A- Cisco Secure Firewall ASA

B- Cisco Secure Firewall Threat Defense (Firepower)

C- Cisco Secure Email Gateway (ESA)



D- Cisco Secure Web Appliance (WSA)

Answer: 
B

Question 4
Question Type: MultipleChoice

Refer to the exhibit.

Which encoding technique is represented by this HEX string?

Options: 



A- Unicode

B- Binary

C- Base64

D- Charcode

Answer: 
B

Question 5
Question Type: MultipleChoice

Refer to the exhibit.





Which element in this email is an indicator of attack?

Options: 
A- IP Address: 202.142.155.218

B- content-Type: multipart/mixed

C- attachment: ''Card-Refund''

D- subject: ''Service Credit Card''

Answer: 
C

Question 6
Question Type: MultipleChoice

An attacker embedded a macro within a word processing file opened by a user in an organization's legal department. The attacker used

this technique to gain access to confidential financial dat

a. Which two recommendations should a security expert make to mitigate this type of attack? (Choose two.)



Options: 
A- controlled folder access

B- removable device restrictions

C- signed macro requirements

D- firewall rules creation

E- network access control

Answer: 
A, C

Question 7
Question Type: MultipleChoice

Refer to the exhibit.





Which two determinations should be made about the attack from the Apache access logs? (Choose two.)

Options: 
A- The attacker used r57 exploit to elevate their privilege.

B- The attacker uploaded the word press file manager trojan.

C- The attacker performed a brute force attack against word press and used sql injection against the backend database.

D- The attacker used the word press file manager plugin to upoad r57.php.

E- The attacker logged on normally to word press admin page.

Answer: 
C, D

Question 8
Question Type: MultipleChoice

Refer to the exhibit.





Which two actions should be taken based on the intelligence information? (Choose two.)

Options: 
A- Block network access to all .shop domains

B- Add a SIEM rule to alert on connections to identified domains.

C- Use the DNS server to block hole all .shop requests.

D- Block network access to identified domains.

E- Route traffic from identified domains to block hole.

Answer: 
B, D

Question 9
Question Type: MultipleChoice

An employee receives an email from a ''trusted'' person containing a hyperlink that is malvertising. The employee clicks the link and the

malware downloads. An information analyst observes an alert at the SIEM and engages the cybersecurity team to conduct an analysis of

this incident in accordance with the incident response plan. Which event detail should be included in this root cause analysis?



Options: 
A- phishing email sent to the victim

B- alarm raised by the SIEM

C- information from the email header

D- alert identified by the cybersecurity team

Answer: 
B
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