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Question 1
Question Type: MultipleChoice

Image not found or type unknown

Refer to the exhibit Which switch configuration change will allow only one voice and one data endpoint on each port?

Options: 
A) Multi-auth to multi-domain

B) Mab to dot1x

C) Auto to manual

D) Multi-auth to single-auth

Answer: 
A

Explanation: 



https://community.cisco.com/t5/network-access-control/cisco-ise-multi-auth-or-multi-host/m-p/3750907

Question 2
Question Type: MultipleChoice

Image not found or type unknown

Refer to the exhibit. In which scenario does this switch configuration apply?

Options: 
A) when allowing a hub with multiple clients connected

B) when passing IP phone authentication

C) when allowing multiple IP phones to be connected

D) when preventing users with hypervisor

https://community.cisco.com/t5/network-access-control/cisco-ise-multi-auth-or-multi-host/m-p/3750907


Answer: 
A

Explanation: 

https://www.linkedin.com/pulse/mac-authentication-bypass-priyanka-

kumari#:~:text=Multi%2Dauthentication%20host%20mode%3A%20You,allows%20multiple%20source%20MAC%20addresses.

Question 3
Question Type: MultipleChoice
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Refer to the exhibit Which component must be configured to apply the SGACL?

Options: 

https://www.linkedin.com/pulse/mac-authentication-bypass-priyanka-kumari
https://www.linkedin.com/pulse/mac-authentication-bypass-priyanka-kumari


A) egress router

B) host

C) secure server

D) ingress router

Answer: 
A

Explanation: 

https://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec/arch_over.html#52796

Question 4
Question Type: MultipleChoice

An administrator is adding a switch to a network that is running Cisco ISE and is only for IP Phones. The phones do not have the ability

to auto switch port for authentication?

https://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec/arch_over.html


Options: 
A) enable bypass-MAC

B) dot1x system-auth-control

C) mab

D) enable network-authentication

Answer: 
B

Question 5
Question Type: MultipleChoice

Which are two characteristics of TACACS+? (Choose two ) ,

Options: 
A) It uses TCP port 49.



B) It combines authorization and authentication functions.

C) It separates authorization and authentication functions.

D) It encrypts the password only.

E) It uses UDP port 49.

Answer: 
A, C

Question 6
Question Type: MultipleChoice

Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? ()

Options: 
A) hotspot

B) new AD user 802 1X authentication

C) posture



D) BYOD

E) guest AUP

Answer: 
B, C

Question 7
Question Type: MultipleChoice

Which two default endpoint identity groups does cisco ISE create? (Choose three )

Options: 
A) Unknown

B) whitelist

C) end point

D) profiled



E) blacklist

Answer: 
A, D, E

Explanation: 
Default Endpoint Identity Groups Created for Endpoints

Cisco ISE creates the following five endpoint identity groups by default: Blacklist, GuestEndpoints, Profiled, RegisteredDevices, and

Unknown. In addition, it creates two more identity groups, such as Cisco-IP-Phone and Workstation, which are associated to the Profiled

(parent) identity group. A parent group is the default identity group that exists in the system.

https://www.cisco.com/c/en/us/td/docs/security/ise/2-

4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_010101.html#ID1678

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_010101.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24_new_chapter_010101.html
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