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Question 1
Question Type: MultipleChoice

An organization is adding nodes to their Cisco ISE deployment and has two nodes designated as primary and secondary PAN and MnT

nodes. The organization also has four PSNs An administrator is adding two more PSNs to this deployment but is having problems

adding one of them What is the problem?

Options: 
A- The new nodes must be set to primary prior to being added to the deployment

B- The current PAN is only able to track a max of four nodes

C- Only five PSNs are allowed to be in the Cisco ISE cube if configured this way.

D- One of the new nodes must be designated as a pxGrid node

Answer: 
C

Question 2



Question Type: MultipleChoice

An organization wants to enable web-based guest access for both employees and visitors The goal is to use a single portal for both user

types Which two authentication methods should be used to meet this requirement? (Choose two )

Options: 
A- LDAP

B- 802 1X

C- Certificate-based

D- LOCAL

E- MAC based

Answer: 
D, E

Question 3
Question Type: MultipleChoice



An engineer is configuring a posture policy for Windows 10 endpoints and wants to ensure that users in each AD group have different

conditions to meet to be compliant. What must be done to accomplish this task?

Options: 
A- identify The users groups needed for different policies and create service conditions to map each one to its posture requirement

B- Configure a simple condition for each AD group and use it in the posture policy for each use case

C- Use the authorization policy within the policy set to group each AD group with their respective posture policy

D- Change the posture requirements to use an AD group lor each use case then use those requirements in the posture policy

Answer: 
C

Question 4
Question Type: MultipleChoice

An engineer has been tasked with standing up a new guest portal for customers that are waiting in the lobby. There is a requirement to

allow guests to use their social media logins to access the guest network to appeal to more customers What must be done to accomplish

this task?



Options: 
A- Create a sponsor portal to allow guests to create accounts using their social media logins.

B- Create a sponsored guest portal and enable social media in the external identity sources.

C- Create a self-registered guest portal and enable the feature for social media logins

D- Create a hotspot portal and enable social media login for network access

Answer: 
C

Question 5
Question Type: MultipleChoice

An engineer is configuring 802.1X and is testing out their policy sets. After authentication, some endpoints are given an access-reject

message but are still allowed onto the network. What is causing this issue to occur?

Options: 



A- The switch port is configured with authentication event server dead action authorize vlan.

B- The authorization results for the endpoints include a dACL allowing access.

C- The authorization results for the endpoints include the Trusted security group tag.

D- The switch port is configured with authentication open.

Answer: 
D

Question 6
Question Type: MultipleChoice

During a 802 1X deployment, an engineer must identify failed authentications without causing problems for the connected endpoint.

Which command will successfully achieve this''

Options: 
A- dotlxsystem-auth-control

B- dotlx pae authenticator



C- authentication open

D- authentication port-control auto

Answer: 
B

Question 7
Question Type: MultipleChoice

An engineer is configuring ISE for network device administration and has devices that support both protocols. What are two benefits of

choosing TACACS+ over RADUs for these devices? (Choose two.)

Options: 
A- TACACS+ is FIPS compliant while RADIUS is not

B- TACACS+ is designed for network access control while RADIUS is designed for role-based access.

C- TACACS+ uses secure EAP-TLS while RADIUS does not.

D- TACACS+ provides the ability to authorize specific commands while RADIUS does not



E- TACACS+ encrypts the entire payload being sent while RADIUS only encrypts the password.

Answer: 
D, E

Question 8
Question Type: MultipleChoice

What is a function of client provisioning?

Options: 
A- It ensures an application process is running on the endpoint.

B- It checks a dictionary' attribute with a value.

C- It ensures that endpoints receive the appropriate posture agents

D- It checks the existence date and versions of the file on a client.

Answer: 



C

Question 9
Question Type: MultipleChoice

A network engineer has been tasked with enabling a switch to support standard web authentication for Cisco ISE. This must include the

ability to provision for URL redirection on authentication Which two commands must be entered to meet this requirement? (Choose two)

Options: 
A- Ip http secure-authentication

B- Ip http server

C- Ip http redirection

D- Ip http secure-server

E- Ip http authentication

Answer: 
B, D



Explanation: 
https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated_config_guide_3850_chapter_0111001.html

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated_config_guide_3850_chapter_0111001.html
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