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Question 1
Question Type: MultipleChoice

Which two Cisco ESA features are used to control email delivery based on the sender? (Choose two.)

Options: 
A- incoming mail policies

B- spam quarantine

C- outbreak filter

D- safelists

E- blocklists

Answer: 
D, E

Question 2
Question Type: MultipleChoice



What are organizations trying to address when implementing a SPAM quarantine?

Options: 
A- true positives

B- false negatives

C- false positives

D- true negatives

Answer: 
C

Explanation: 

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-

0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0100000.html#con_1482874

Question 3

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0100000.html
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_0100000.html


Question Type: MultipleChoice

A Cisco ESA administrator has noticed that new messages being sent to the Centralized Policy Quarantine are being released after one

hour. Previously, they were being held for a day before being released.

What was configured that caused this to occur?

Options: 
A- The retention period was changed to one hour.

B- The threshold settings were set to override the clock settings.

C- The retention period was set to default.

D- The threshold settings were set to default.

Answer: 
D

Question 4
Question Type: MultipleChoice



What is the purpose of Cisco Email Encryption on Cisco ESA?

Options: 
A- to ensure anonymity between a recipient and MTA

B- to ensure integrity between a sender and MTA

C- to authenticate direct communication between a sender and Cisco ESA

D- to ensure privacy between Cisco ESA and MTA

Answer: 
D

Question 5
Question Type: MultipleChoice

An administrator needs to configure Cisco ESA to ensure that emails are sent and authorized by the owner of the domain. Which two

steps must be performed to accomplish this task? (Choose two.)



Options: 
A- Generate keys.

B- Create signing profile.

C- Create Mx record.

D- Enable SPF verification.

E- Create DMARC profile.

Answer: 
D, E

Question 6
Question Type: MultipleChoice

An engineer is tasked with reviewing mail logs to confirm that messages sent from domain abc.com are passing SPF verification and

being accepted by the Cisco ES

Options: 



A- The engineer notices that SPF verification is not being performed and that SPF is not being referenced in the logs for messages sent

from domain abc.com.

Why is the verification not working properly?

A- SPF verification is disabled in the Recipient Access Table.

B- SPF verification is disabled on the Mail Flow Policy.

C- The SPF conformance level is set to SIDF compatible on the Mail Flow Policy.

D- An SPF verification Content Filter has not been created.

Answer: 
D
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