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Question 1
Question Type: MultipleChoice

What are two capabilities of Cisco Firepower Management Center eStreamer? (Choose two.)

Options: 
A- eStreamer is used to get sources for intelligence services.

B- eStreamer is used to send malware event data.

C- eStreamer is used to get a list of access control policies.

D- eStreamer is used to send policy data.

E- eStreamer is used to send intrusion event data.

Answer: 
B, E

Question 2
Question Type: MultipleChoice



Which two destinations are supported by the Cisco Security Management Appliance reporting APIs? (Choose two.)

Options: 
A- email

B- Microsoft Word file

C- FTP

D- web

E- csv file

Answer: 
A, D

Question 3
Question Type: DragDrop

A Python script is being developed to return the top 10 identities in an organization that have made a DNS request to "www.cisco.com".



Drag and drop the code to complete the Cisco Umbrella Reporting API query to return the top identities. Not all options are used.

Answer: 

Explanation: 

https://docs.umbrella.com/umbrella-api/docs/reporting-destinations-most-recent-requests

Question 4
Question Type: MultipleChoice

Refer to the exhibit.

https://docs.umbrella.com/umbrella-api/docs/reporting-destinations-most-recent-requests


The script outputs too many results when it is queried against the Cisco Umbrella Reporting API.

Which two configurations restrict the returned result to only 10 entries? (Choose two.)

Options: 
A- Add params parameter in the get and assign in the {'return': '10'} value.

B- Add ?limit=10 to the end of the URL string.

C- Add params parameter in the get and assign in the {'limit': '10'} value.

D- Add ?find=10 to the end of the URL string.

E- Add ?return=10 to the end of the URL string.

Answer: 
B, C



Question 5
Question Type: FillInTheBlank

Fill in the blank to complete the statement with the correct technology.

Cisco_________Investigate provides access to data that pertains to DNS security events and correlations collected by the Cisco

security team.

Answer: 

Explanation: 
https://umbrella.cisco.com/products/umbrella-investigate

Question 6
Question Type: MultipleChoice

https://umbrella.cisco.com/products/umbrella-investigate


Refer to the exhibit.

The security administrator must temporarily disallow traffic that goes to a production web server using the Cisco FDM REST API. The

administrator sends an API query as shown in the exhibit.

What is the outcome of that action?

Options: 
A- The given code does not execute because the mandatory parameters, source, destination, and services are missing.

B- The given code does not execute because it uses the HTTP method 'PUT'. It should use the HTTP method 'POST'.



C- The appropriate rule is updated with the source, destination, services, and other fields set to 'Any' and the action set to 'DENY'. Traffic

to the production web server is disallowed, as expected.

D- A new rule is created with the source, destination, services, and other fields set to 'Any' and the action set to 'DENY'. Traffic to the

production web server is disallowed, as expected.

Answer: 
C

Question 7
Question Type: MultipleChoice

Which curl command lists all tags (host groups) that are associated with a tenant using the Cisco Stealthwatch Enterprise API?

Options: 
A- curl -X PUT'Cookie:{Cookie Data}'https://{stealthwatch_host}/smc-configuration/rest/v1/tenants/

{tenant_id}/tags

B- curl -X POST -H'Cookie:{Cookie Data}'https://{stealthwatch_host}/smc-configuration/rest/v1/ tenants/tags

C- curl -X GET -H'Cookie:{Cookie Data}'https://{stealthwatch_host}/smc-configuration/rest/v1/tenants/



{tenant_id}/tags

D- curl -X GET -H'Cookie:{Cookie Data}'https://{stealthwatch_host}/smc-configuration/rest/v1/tenants/ tags

Answer: 
C
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