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Question 1
Question Type: MultipleChoice

Refer to the exhibit.

Image not found or type unknown

An engineer must create a configuration that executes the show run command and then terminates the session when user CCNP legs

in. Which configuration change is required''

Options: 
A) Add the access-class keyword to the username command

B) Add the access-class keyword to the aaa authentication command

C) Add the autocommand keyword to the username command

D) Add the autocommand keyword to the aaa authentication command

Answer: 
C



Explanation: 
The autocommand causes the specified command to be issued automatically after the user logs in. When the command is complete, the

session is terminated. Because the command can be any length and can contain embedded spaces, commands using the

autocommand keyword must be the last option on the line. In this specific question, we have to enter this line username CCNP

autocommand show running-config.

Question 2
Question Type: MultipleChoice

Refer to the exhibit.

Image not found or type unknown

An engineer must block all traffic from a router to its directly connected subnet 209.165.200.0/24. The engineer applies access control

list EGRESS in the outbound direction on the GigabitEthernet0/0 interface of the router However, the router can still ping hosts on the

209.165.200.0/24 subnet. Which explanation of this behavior is true?



Options: 
A) Access control lists that are applied outbound to a router interface do not affect traffic that is sourced from the router.

B) Only standard access control lists can block traffic from a source IP address.

C) After an access control list is applied to an interface, that interface must be shut and no shut for the access control list to take effect.

D) The access control list must contain an explicit deny to block traffic from the router.

Answer: 
A

Question 3
Question Type: MultipleChoice

Refer to the exhibit

Image not found or type unknown

Communication between London and New York is down Which command set must be applied to resolve this issue?

A)



Image not found or type unknown

B)

Image not found or type unknown

C)

Image not found or type unknown

D)

Image not found or type unknown

Options: 
A) Option A

B) Option B



C) Option C

D) Option D

Answer: 
A

Explanation: 
https://learningnetwork.cisco.com/s/question/0D53i00000Ksyty/tostastns-tottattnt

Question 4
Question Type: MultipleChoice

Refer to the exhibit.

--Image Miss--

An engineer must create a configuration that prevents R3from receiving the LSA about 172.16.1.4/32.Which configuration set achieves

this goal?

https://learningnetwork.cisco.com/s/question/0D53i00000Ksyty/tostastns-tottattnt


A)

Image not found or type unknown

B)

Image not found or type unknown

C)

Image not found or type unknown

Image not found or type unknown

Options: 
A) Option A

B) Option B



C) Option C

D) Option D

Answer: 
A

Question 5
Question Type: MultipleChoice

Refer to the exhibit The network administrator must be able to perform configuration changes when all the RADIUS servers are

unreachable. Which configuration allows all commands to be authorized if the user has successfully authenticated?

Options: 
A) aaa authorization exec default group radius none

B) aaa authentication login default group radius local none

C) aaa authorization exec default group radius if-authenticated

D) aaa authorization exec default group radius



Answer: 
D

Question 6
Question Type: MultipleChoice

Refer to the Exhibit. Running the script causes the output in the exhibit. What should be the first line of the script?

Options: 
A) from ncclient import manager

B) import manager

C) from ncclient import *

D) ncclient manager import

Answer: 
C



Question 7
Question Type: MultipleChoice

.......commands or command set must be used? (Choose two.)

A)

Image not found or type unknown

B)

Image not found or type unknown

C)

Image not found or type unknown

D)

Image not found or type unknown



E)

Image not found or type unknown

Options: 
A) Option A

B) Option B

C) Option C

D) Option D

Answer: 
C, D

Question 8
Question Type: MultipleChoice



A network engineer configures BGP between R1 and R2. Both routers use BGP peer group CORP and are set up to use MD5

authentication. This message is logged to the console of router R1:

Image not found or type unknown

Which two configuration allow peering session to from between R1 and R2? Choose two.)

A)

Image not found or type unknown

B)

Image not found or type unknown

C)

Image not found or type unknown

D)



Image not found or type unknown

E)

Image not found or type unknown

Options: 
A) Option A

B) Option B

C) Option C

D) Option D

E) Option E

Answer: 
C, D

Question 9



Question Type: MultipleChoice

Which action is the vSmart controller responsible for in an SD-WAN deployment?

Options: 
A) onboard vEdge nodes into the SD-WAN fabric

B) distribute security information for tunnel establishment between vEdge routers

C) manage, maintain, and gather configuration and status for nodes within the SD-WAN fabric

D) gather telemetry data from vEdge routers

Answer: 
B

Explanation: 
+ Orchestration plane (vBond) assists in securely onboarding the SD-WAN WAN Edge routers

into the SD-WAN overlay (-> Therefore answer 'onboard vEdge nodes into the SD-WAN fabric'

mentioned about vBond). The vBond controller, or orchestrator, authenticates and authorizes the



SD-WAN components onto the network. The vBond orchestrator takes an added responsibility to

distribute the list of vSmart and vManage controller information to the WAN Edge routers. vBond

is the only device in SD-WAN that requires a public IP address as it is the first point of contact and

authentication for all SD-WAN components to join the SD-WAN fabric. All other components need

to know the vBond IP or DNS information.

+ Management plane (vManage) is responsible for central configuration and monitoring. The

vManage controller is the centralized network management system that provides a single pane of

glass GUI interface to easily deploy, configure, monitor and troubleshoot all Cisco SD-WAN

components in the network. (-> Answer 'manage, maintain, and gather configuration and status

for nodes within the SD-WAN fabric' and answer 'gather telemetry data from vEdge routers' are

about vManage)

+ Control plane (vSmart) builds and maintains the network topology and make decisions on the

traffic flows. The vSmart controller disseminates control plane information between WAN Edge

devices, implements control plane policies and distributes data plane policies to network devices

for enforcement (-> Answer 'distribute security information for tunnel establishment between



vEdge routers' is about vSmart)

Question 10
Question Type: MultipleChoice

Refer to the exhibit.



Which command must be applied to Routed to bring the GRE tunnel to an up/up state?

Options: 
A) Router1(config)#interface tunnel0

B) Router1(config-if)#tunnel source GigabitEthernet0/1

C) Router1(config-if)#tunnel mode gre multipoint

D) Router1(config-if)#tunnel source Loopback0

Answer: 
D

Question 11
Question Type: MultipleChoice

Which statement about TLS is true when using RESTCONF to write configurations on network devices?



Options: 
A) It is provided using NGINX acting as a proxy web server.

B) It is no supported on Cisco devices.

C) It required certificates for authentication.

D) It is used for HTTP and HTTPs requests.

Answer: 
A

Explanation: 
When a device boots up with the startup configuration, the nginx process will be running. NGINX

is an internal webserver that acts as a proxy webserver. It provides Transport Layer

Security (TLS)-based HTTPS. RESTCONF request sent via HTTPS is first received by the NGINX

proxy web server, and the request is transferred to the confd web server for further

syntax/semantics check.

ios/prog/configuration/168/b_168_programmability_cg/RESTCONF.html



The https-based protocol-RESTCONF (RFC 8040), which is a stateless protocol, uses secure HTTP

methods to provide CREATE, READ, UPDATE and DELETE (CRUD) operations on a conceptual

datastore containing YANG-defined data -> RESTCONF only uses HTTPs.
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